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PART I. Recommended Practices for 
Selecting a Private Security Partner  
 
By just about any measure, the contract security industry has improved in recent decades. Private 
security officers tend to be more professional and better trained. Security firms typically possess greater 
expertise. Relationships between clients and providers more often resemble the “partnership” that is a 
precursor to security excellence. Longer contracts are more common, incentivizing investment in 
productivity and quality improvement projects to the benefit of both parties. 
 
From available data, it is evident that most organizations relying on contract security officers—both 
private and governmental—are pleased with the direction in quality. Research shows that a majority sees 
improvement in the approach of contract security firms to entice clients on quality and service; to sell 
expertise, and not simply rent out bodies. 
 
But improvement in the contract security industry does not diminish the need for public authorities and 
municipalities to be deliberate in selecting a security firm.  The contract security marketplace is not 
homogeneous. The level of excellence that some firms offer has risen substantially, but it is not assured—
and substandard providers persist.  
 
Global regulation of the contract security industry remains weak, with requirements often set too low to 
guarantee the satisfactory performance of private security personnel. Fly-by-night contract security firms 
may be increasingly rare, but they have not disappeared. If anything, careful selection and close 
monitoring has become more important as performance has improved: (a) because it has exacerbated 
differences in level of service one can receive; and (b) so that public agencies can take full advantage of 
the gains that the industry has made.   
 
Because the contract security industry has improved, the stakes are higher for individuals and government 
agencies when selecting a private security guard partner. If problems arise, they can no longer say, “it 
happens to everybody.” It is no longer possible to blame the security industry as a whole when a contract 
goes poorly, because excellent providers are available. Instead, a failed contract will suggest an internal 
failure and mistakes by government employees who neglected to do their due diligence.  
 
And problems do arise. Although the evidence is overwhelming that the contract security industry is 
getting better, even casual perusal of news reports is enough to remind local governments and 
municipalities that substandard performance—and the embarrassment that can accompany it—remains 
stubbornly common. 
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RECOMMENDED PRACTICE #1 
Cost should be a consideration—but not 
determinative—in bid selection 
 
Cost is a primary driver for the desire to use private security services. There is real evidence, however, 
that when clients select the lowest contract bid, they are less happy with the results. Price is an 
inevitable criterion in a bid selection process, but it can’t be allowed to hijack it. 
 
Logic suggests that contract security firms that low-bid contracts may not always provide quality 
officers, and independent research supports this assumption. In the US, for example, the Institute of 
Finance and Management (IOFM) conducted a survey of clients of contract security officers every 3 
years for a decade. Clients were asked to rate their security firm’s officers on dozens of criteria, from 
verbal communication skills, to adherence to post orders, to reliability. The study then analyzed client 
ratings against whether security firms with the lowest bid had been awarded the contract.  
 
“Results of our security firm rating survey have been dramatic. For example, the average rating for 
contract officers was lower—in every one of the 22 performance areas examined—in service 
arrangements in which the low-bid contract was selected,” according to an announcement of the 
study’s findings. “The research makes it clear that clients shouldn’t fool themselves: If you focus on bid 
price, you will likely be less happy with the officers sent to protect your facility.”  
 
The difference was even more dramatic when examining ratings of security firms on 21 measures of 
contract firm performance, such as: “meeting minimum contract performance standards,” 
“responsiveness to your concerns, questions, or requests,” and “availability of account representative.” 
In low-bid contracts, the average client rating of security firms was substantially lower than when the 
lowest bid was not selected. “The data offer a stark warning to organizations in the market for a 
security provider: if you pursue the cheapest contract price rather than the best provider for the job, 
you may sacrifice a little in performance, particularly in areas of contract management,” according to 
the independent research study (Security Guard Firm Ratings & Benchmarks Report, IOFM).  
 
Because it is easy for the bottom-line bid price to consume attention during the selection process, 
selection teams may find it helpful to separate the portions of the Request-for-Proposal that specify 
contract requirements from the cost proposal. This strategy compels an agency to examine only bids 
from security firms that successfully meet its minimum qualifications.  
 
Municipalities should also avoid using online competitive bidding, a procurement method that increases 
visibility and compels vendors to compete against one another to drive down the overall cost of 
security contracts and specific line items. It incentivizes a “race to the bottom,” which inevitably leads 
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to a deterioration in quality. While some market analysts predict that online competitive bidding could 
grow, it is a poor fit for security officer contracts, in which margin pressures afflicting providers of 
security personnel strictly limit the room clients have in negotiating favorable contract terms. 
  
Additionally, using online auctioning can indicate to vendors that the municipality treats security as a 
commodity and is primarily concerned about price. In this way, using auction-type bidding to drive 
down the cost of security contracts may send a message to a provider that a client can spend the 
length of the contract trying to overcome. 

 
Cost containment is an important issue, of 
course, but there are actions municipalities 
can take in this regard that won’t also result 
in disappointment in the level of security 
service they receive. For example, 
municipalities should measure contractor 
performance on whether the security firm 
continuously identifies opportunities to 
deliver better service more cost-effectively, 
even in small ways. For example, by 
improving the efficiency of patrol routes or 
vehicles to save money on gas or providing 
hand-held devices to officers conducting 
audits to ease data collection and eliminate 
data entry and administrative costs.  
 
Local governments can also keep costs in 

check by being mindful of hidden or unnecessary charges, which cut-rate security firms may employ to 
drive-up costs. For example, municipalities should be on the lookout for inappropriate variable cost 
items. A client should not pay more for the cleaning of a uniform for a $25/hour officer than a 
$20/hour officer’s uniform. Such cost items should be fixed rather than varying with the pay rate. 
Other items that should typically be fixed are: overhead, branch expenses, benefits, and insurance rate. 
 
 

 

 

 

KEY TAKEAWAYS 
 Research shows clients are less satisfied with security contracts in which the low bid was selected  
 Avoid online competitive bidding during procurement  
 Adopt a more comprehensive approach to tender evaluation by incorporating factors such as quality and 

track record  
 Use “continuously identifies opportunities to deliver better service more cost-effectively” as a performance 

metric on which to evaluate contract firm performance 
 Save money by reviewing for inappropriate variable cost items   
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RECOMMENDED PRACTICE #2 
Review partners for a commitment to human rights, 
sustainability, and ethics  
 
More than ever, citizens demand governments to demonstrate respect for the idea of “sustainability” 
and to reject shortsighted, exploitative approaches to the environment, labor, and social issues. 
Governments, also, increasingly acknowledge that to forge healthy and prosperous societies in the 
future, it must act responsibly in these areas now.  
 
A commitment to sustainability has become an expectation of governments in areas including carbon 
emissions, waste, and water. This same dedication to sustainability principles should be reflected in the 
choice by governments of private security contractors. While budget pressures may entice public 
authorities to align with unproven security operators, such arrangements are rarely sustainable. It may 
address near-term security requirements but ultimately raises the risk exposure for a municipality by 
creating ties to an entity over which it cannot exert control. 
 
When governments hire a security contractor that is committed to human rights and dedicated to 
sustainable values and ethics—rather than just picking the lowest-cost operator—it is an important 
indicator of its commitment to social responsibility. Additionally, as a consequence of that choice, 
governments can expect to benefit from a “sustainable” approach to security, one that: reduces risk 
from excessive use of force and other problematic outcomes; enhances alliances; facilitates 
opportunities; builds—rather than erodes—trust in government; and positively influences the 
communities in which the contractor operates.  
  
When sourcing private security services, government procurement professionals should look for 
tangible evidence that a security contractor is committed to ethical principles, such as those outlined in 
the International Security Ligue’s Code of Conduct and Ethics. Shaped by members of the Ligue, the 
Code presents a unified approach and framework of conduct and ethics and acts as a set of core 
standards for Ligue members. In it, Ligue member signatories affirm commitment to human rights and 
ethical business conduct in interactions with all stakeholders.  
 
Any security contractor under consideration should be able to demonstrate such a commitment to 
ensure that the company will have a positive influence in the society and communities in which they 
operate. When reviewing prospective security contractors, look for a written acknowledgment of their 
responsibility in key areas, including:  
 Human rights. A commitment to support and respect the dignity of all human beings and to 

endeavor to observe all applicable international humanitarian and human rights laws. 
 Laws and regulations governing private security. An expressed dedication to comply with 

applicable laws and regulations and, when absent or insufficient, to adhere to a set of minimum 
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regulations to enhance the professionalism and quality of the services provided. 
 Business ethics. These include proper conduct in its treatment of personnel, customers, and 

business partners and in interactions with competitors. Included in the company’s statements should 
be a commitment to non-discrimination; prohibitions against taking or soliciting bribes; avoidance of 
conflicts of interest; protection of confidential information from disclosure; transparency; and to 
allow its personnel, without fear of reprisal, to raise concerns about suspect business practices. 

 Working conditions. A security contractor should have signed a statement that acknowledges its 
obligation to protect employees from unsafe working conditions and to treat them fairly. Such a 
statement should describe its commitment to: prohibit any kind of unlawful discrimination; provide 
necessary instructions and training; conduct employee screening and selection in compliance with 
applicable regulations; adhere to established procedures for responding to grievances; and pay a fair 
wage at least to the minimum prescribed by law.  

 Environment. Any security contractor under consideration should express a commitment to take 
the environmental impact of its business into account. The Code established by Ligue members, for 
example, includes a stated goal to: “continuously seek ways to reduce the consumption of 
resources, emissions, and waste.” 

 
It is important to ensure that a prospective security contractor addresses human rights and ethics in 
policy statements. It is equally important to ensure that its corporate leadership acts as internal 
champions of social policy, including human rights and ethical principles. However, while a company’s 
senior management plays the primary role in articulating the company’s commitment to the goal of 
sustainable security, it is local, regional, and country-level managers who implement it, and who are 
ultimately responsible for whether the company follows the strategy it touts. 
 
As such, it is important to review both the stated commitments a security company has made and its 
track record of performance. Before hiring a security contractor, due diligence should be conducted to 
ensure that rhetoric on the subjects of human rights and ethics are matched by performance. For 
example, procurement managers might want to: research for a record of excess force and abuse claims; 
examine occupational health and safety data and look for a commitment to reducing injuries; and request 
data on the percentage of employees provided awareness training in business ethics and human rights.  

 

 
 

 

 

 

 

 

KEY TAKEAWAYS 
 Citizens want governments to adhere to principles of sustainability, which should extend to security services  
 Choose a contractor that has committed to an established, comprehensive code of conduct and ethics 
 Review both the stated commitments a security company has made and its track record of performance 
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RECOMMENDED PRACTICE #3 
Provide details in RFPs to encourage better contract 
officer performance 
 
Within the bid document, a municipality may choose to stipulate a minimum wage and/or benefits 
requirement for the security officers who will be assigned to protect it. Such an inclusion typically 
specifies an hourly wage at a level sufficient to ensure that officers assigned to its location(s) will be re-
ceiving a salary that is competitive for the area in which they are located.  
 
This is a recommended practice for several reasons. For one, it helps a client organization to screen out 
security firms that fail to pay their personnel a living wage. It also helps clients to resist low bids from 
less qualified providers—and the dissatisfaction with contract performance that typically ensues.  
 
Establishing a minimum salary level for contract officers may reduce the likelihood that contract firms 
will want to renegotiate rates because of an inability to obtain officers at the specified rate, or reduce 
the chance that poorly paid, unhappy security officers will be sent to protect municipal assets. Clients 
may also hope that if they set a base wage during firm selection, they will ultimately be happier with the 
officers they receive, which is an idea that is supported by academic research. 
 
In an independent study of more than 300 contract security arrangements, there was a clear indication 
from client ratings that setting base wages and benefits ultimately results in higher satisfaction with the 
quality of contract personnel. In the survey, organizations in North America rated contract security 
officers on 22 different issues, from computer proficiency to punctuality, on a scale of 1 to 5 (where 1 = 
poor and 5 = outstanding). In contracts where base wages and benefits for security officers were 
identified during the bid process, clients gave officers an overall average rating of 3.71. By comparison, 
when minimum standards were not set, clients rated officers an average of 3.47 (Security Guard Firm 
Ratings & Benchmarks Report, IOFM). 
 
As the above point illustrates, the process by which a local government invites bids for contract security 
personnel can have a significant impact on the ultimate success of the security partnership. Below are 
issues that municipalities and local governments may wish to consider in their effort to develop an 
efficient and successful request-for-proposal (RFP) process.  
 The goal of a bid solicitation process is to promote bidding based on clearly defined quality and 

performance standards. 
 The more extensive and formalized the RFP, the easier it is to compare the security companies who 

respond. A formal RFP process also helps to organize and simplify the search process. 
 Describe the minimum acceptable requirements of service you need—i.e., those characteristics that 

a service firm must possess or a service it must be capable of providing to be considered. This can 
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include base wages, benefits, minimum training requirements, and other standards that your 
company deems necessary for a firm to successfully perform the service objectives. 

  Put as many details into the RFP as possible. The best RFP is one that supplies adequate detail 
describing the requirements for service. RFPs can take substantial time to produce, but ones that 
provide all necessary details ultimately save time, by limiting the need to address vendors’ questions 
and to clarify requirements.  

 Individuals who will be involved in ongoing contract oversight should also be involved in assessing 
bids. 

 Keep a precise log of decisions related to the development of an RFP and the RFP process, including 
rationales for selecting security providers. This helps companies identify opportunities for improving 
the RFP and selection process and aids continuity should personnel changes place a new individual(s) 
in charge of future vendor selection. 

 Consider formalizing how bids will be evaluated—for example, by using a scoring system. A 
company could, say, give bidding firms a score from 1 to 10 in each of the many security categories 
described in the RFP, including contract terms, services, personnel, company reputation, and quality 
assurance. By using an identical objective measure for each proposal received, a municipality can 
ensure that bids are compared on a full range of criteria—and avoid basing selection solely on the 
total bid amount. 

 
Among items to address in an RFP for security services are the following:  
 Licensing Requirements 
 Previous Experience 
 Personnel and Training Standards 
 On-the-Job Training and Quality Assurance Programs 
 Insurance Requirements 
 Scope & Type of Services 
 Supervision & Inspection Standards 
 Security & Crime Reporting Procedures 
 Salary & Benefit Requirements (including overtime, vacation, court appearances, etc.) 
 Key Contractual Provisions (Indemnification, Non-Solicitation, etc.) 
 RFP Submittal Requirements 
 Evaluation Criteria & Scoring 

 
 
  

KEY TAKEAWAYS 
 The success of a security partnership hinges on the contract process, for which the request-for-proposal 

is an important foundation  
 The more detailed an RFP, the easier it is to discourage bids from—and to screen out—unqualified 

security companies  
 Research indicates that specifying a minimum wage and/or benefits requirement in bid solicitation 

documents correlates with higher satisfaction with contract officers and contract performance 
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RECOMMENDED PRACTICE #4 
Minimize reputational risks through due diligence 
investigations  
 
Reputations are closely tied to security events, and if a security event is mishandled, the public—and 
media—is unlikely to make a distinction between whether internal resources or a security contractor is 
involved. The investigative steps described below may help a local government or municipality decide 
whether a contract security firm meets internal standards for becoming a business partner. Because a 
contract security provider can reflect positively or negatively on the municipality—and even alter public 
perception of government services generally—it is imperative to sufficiently review a company’s 
background to be comfortable with its reputation, viability, and business ethics.  
 
One important area for review is a prospective security partner’s commitment to health and safety.  
Municipalities should refuse to select a security company that is unable to demonstrate a strong safety 
record and a commitment to reducing injuries. Members of the International Security Ligue, for example, 
have embarked on a cooperative campaign to enhance safety through benchmarking, case studies, and 
the sharing of expertise (A Commitment to Reducing Injuries in the Global Security Industry, 2020). 
 
An initial minimum standard is to review for compliance with local laws and regulations, which can be 
reviewed through random sampling, audits, and compensations claims.  One should also find out if the 
prospective partner has internal policies, programs and processes for quality assurance, feedback 
management, and continuous improvement. Additional information is available by making visits to 
reference-customer sites to obtain a picture of the service provider’s “live operations.” In terms of 
occupational health and safety, a municipality should look carefully at the provider’s internal rules for 
creating a risk assessment, and it must be deemed suitable for the work that is to be performed. 
 
Certification to international standards and globally recognized management systems, such as OHSAS or 
ISO certification, is also a reasonable safety indicator and provides another way to distinguish between 
prospective security partners on the criteria of safety. Certification provides a measure of assurance that 
a provider has the structure necessary to address occupational health and safety, accident prevention, 
and employee protection. Finally, a municipality should ask questions about a security provider’s safety 
program, including in areas of communication, employee involvement, and executive leadership. 
 
A check of a company’s health and safety record is only one of several points of investigation that a 
municipality should make prior to partnering with a contract security firm.  

• History. Identify how many years the firm has been established in the market area.  
• Reference checks. RFPs can request a minimum of three references that government officials can 

then contact. Additionally, a municipality may choose to identify and consult with other clients that 
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the company does not offer as a reference. It may be possible to ascertain a client list from the 
security company’s website, networking, or other means. 

• Financial health. Examine if a company’s record of accounts proves it will be able to provide your 
agency with the services it promises. It is common in all parts of the world for a major security 
event—such as a terrorist attack—to give rise to a host of new companies looking to take 
advantage of a security “gold rush,” but the underlying financials of these companies may be too 
suspect to rely upon. Review financial profiles available online or ask the company for a copy of its 
financial statement and have internal financial representatives review the security firm’s accounts for 
indicators of financial health and possible red flags. 

• Customer complaints. A thorough record review should be made to ascertain whether a company 
has a satisfactory record of dealing with clients or if it suffers from an unusual volume or pattern of 
complaints. Checking for a history of customer complaints can help understand a company’s 
reputation; if a company is too new or has too few clients to provide a reliable picture of its 
reputation, this should be factored into the choice of contractor.  

• Lawsuits and negligence claims. Investigate for a recent history of valid or successful lawsuits filed by 
clients or employees. It is particularly important to know if a contractor has a history of negligence. 
A contractor should provide prospective clients with information regarding its liability insurance 
claims history and legal representatives can then review each case/report to assess its significance. 

• Publicity. News accounts and even social media can highlight potential issues of concern. While a 
disgruntled employee can make unfounded allegations and news accounts can misrepresent a 
security case or situation, investigating what is being said about a particular firm can raise issues that 
a prospective client may wish to ask about during contract negotiations. Understand, before signing 
a security contract, what claims are being made about a vendor, as negative publicity about a 
security contractor can reflect on the municipality.  

• Current negotiations. Part of a due diligence examination can include a look at the current status of 
any on-going negotiations involving the firm that could potentially affect the service it provides to 
you down the road; for example, collective bargaining or merger or acquisition negotiations.  

• Insurance coverage. Ensure the security company’s licenses are current and assess if the contractor 
provides and maintains adequate insurance coverage for your situation. 

 

KEY TAKEAWAYS 
 It is critical to review a company’s background to be comfortable with its reputation, viability, and ethics  
 A security company should be able to prove its commitment to reducing injuries: it is a good proxy for 

measuring its values and commitment to its employees 
 Points of evaluation include a company’s history and references; track record of customer complaints and 

legal actions; and indicators of financial health and stability 
 If a company is too new or has too few clients to paint a reliable picture of its reputation, this should be 

factored into choice of contractor 
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RECOMMENDED PRACTICE #5 
Examine firms’ personnel and training programs to 
glimpse future officer engagement  
 
Among the most critical criteria on which to judge prospective security firms are the following: Which 
firm can best meet the contract’s specific security requirements? Which firm fits best with our culture? 
Which firm has a proven track record of dealing with the types of security challenges our municipality or 
public agency faces? 
 
Additionally, governments should examine how prospective security firms select and manage their own 
personnel, such as their minimum hiring standards for officers. While these are internal program 
components, they are typically reflected in the quality of officers that arrive for assignment and their 
level of performance.  
 
Particularly important is examination of a security firm’s training and management programs. It is 
incumbent upon governments that use contract security personnel to assess whether they are 
comfortable with the programs of firms with which they do business and whether they seem intended 
to raise the level of professionalism among staff. Municipalities should look for indications that firms 
invest in their officers, such as formal programs to provide recognition; ensure regular training and skills 
upgrading; offer career development; and solicit feedback. 
 
More broadly, it is important to gauge how well a security firm invests, communicates, and engages its 
frontline security officers. Failure in any area risks a disengaged security force that distrusts leadership, 
ignores the strategic mission of both the firm and client, and is less loyal and more likely to act in their 
own self-interest—or even unethically. It is advised to partner with security firms that exhibit strategies 
designed to encourage engagement among their security officers in three areas: 

• Meaningfulness. Security officers should receive feedback that they are valuable and significant to the 
organization and that their engagement is being rewarded.  

• Support. It is important to examine whether companies promote loyalty by focusing and nurturing 
positive characteristics as much as correcting problem behavior.    

• Resources. To feel engaged, security officers must feel they will be given the necessary tools to do 
their job well (training, equipment, guidance, etc.) and have an ability to seek recourse through 
internal whistleblowing channels. 

 
Although there is consensus that the training of contract security officers has improved, respondents in 
global surveys still note problems. “More often than not, a new officer is unprepared for what I need 
them to do, especially in the area of report writing, gathering facts, organizing facts, and presenting them 
in a logical report,” complained a security director for a large manufacturing company in a survey by 
IOFM (US), for example.  
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Based on the complexities and needs of the assignment, municipalities and public authorities should 
identify the basic training requirements for contract security officers assigned to their facilities. 
Contractors should also be asked to make training records, programs, and any certifications available for 
review. Specific training requirements will vary substantially by assignment and environment, but often 
include diverse subject areas, such as: patrolling techniques and responsibilities; recording of information, 
taking statements, and writing incident reports; use of interpersonal skills, verbal skills, de-escalation, and 
nonverbal actions; customer service; self-defense; and authority and jurisdiction.  
 
Expectations are also growing for security officers, which increases the importance of assessing the 
training that officers receive. Long ago, when all that officers were expected to do was provide 
deterrence with their presence, a high level of professional security training was perhaps not necessary. 
But that is not what public agencies need from contract officers in today’s security environment. Driven 
by a more complex risk environment and better and more affordable technology, security officers today 
are less necessary for mere deterrence and more important for their ability to manage incidents and 
proactively act in service of the protection mission. Officer training programs must evolve to reflect the 
new job weighting. More than ever, training programs must seek an answer beyond, “Do officers know 
the right thing to do?” It must include: “How well will they do it?” 
 
Procurement teams charged with selecting a security firm need to be sure that the content of a security 
firm’s training program focuses on tackling real organizational needs and improves personnel 
competencies for handling situations they face. In addition to measured competency testing, a 
municipality might examine the extent to which a prospective security firm utilizes scenario-based 
training that is relevant to the specific security needs of key customers. More than lecture or video, 
active training through exercises and simulations helps ready staff to meet the demands of their 
assignment and drives higher standards of service.  
 
Scenario-based exercises: (a) make it possible to see how officers are likely to act in different situations 
and identify problems before an actual event; (b) make officers more likely to carry lessons learned into 
real events. It is especially appropriate when there is a physical response component, making it suitable 
for many areas of training, including: emergency medical response, physical penetration exercises, fire 
evacuation, unauthorized person reports, report writing, bomb search techniques, customer service, 
conflict resolution, disaster response, and patrol techniques. 

KEY TAKEAWAYS 
 A municipality may not feel it is necessary to learn about security firms’ internal programs, but the employer-

employee relationship correlates with perceptions of officer quality and performance 
 Review whether firms have programs designed to maintain officers’ engagement, such as recognition, career 

development, and feedback programs 
 Look for the extent to which firms’ training programs match the responsibilities of the assignment and 

reflect the environment in which they will be working 
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PART II. Recommended Practices for 
Managing Private Security Partnerships  
 
Historically, much of the blame for the failings of the private security services industry has fallen on 
providers, their low wages, and lack of professionalism. In the last two decades, however, the world’s 
leading security companies have steadily raised the bar for the industry. These firms have expanded their 
list of services, enhanced their internal expertise, and improved their use of technology. Top performing 
security firms have also made improvements to training programs and management processes, which has 
raised the level of professionalism among staff and allowed them to be more responsive to client needs.  
 
Consequently, when partnerships fail in the current environment, it is too often because end-users 
contribute to it. They may have unreasonable expectations; devise unclear contract specifications;  
fail to articulate strategic goals, objectives, and standards; or provide lax contract oversight.  
 
One frequently made argument in opposition to contracting with a security firm is loss of control. You 
can push and prod (and even threaten), but there is no getting around the fact that when a service 
contract starts, the level of security at your agency is not entirely in your hands.  
 
There is clear evidence, however, that by taking specific actions in the contract development and 
management phases, you can substantially raise the odds of a good outcome. These include adhering to a 
schedule for all individual facilities to complete required contract performance evaluations and using 
standardized recordkeeping to ensure that all contract files have required documentation. Clear lines of 
responsibility are critical, and so is trust, giving a new supplier necessary support, and creating 
measurable standards of quality for your supplier.  
 
In short, outsourcing security should be a way to contract for expertise, not to try to eliminate all 
responsibility.  
 
Local governments and municipalities must act diligently to ensure security firms meet the terms of 
contracts and intercede promptly when noncompliance is identified. However, they must also do their 
part to facilitate a strong working partnership. Municipalities and local government can have different 
experiences with identical security firms because some do a better job than others of nurturing the 
relationship.  
 
This report section examines contract development and management elements that typically correlate 
with higher levels of satisfaction in security outsourcing relationships. It starts with recognition that a 
signed contract is a starting point for building a partnership, not the fine print on a completed process. 
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RECOMMENDED PRACTICE #6 
Be Strategic Toward Officer Deployment to Extract 
Value, Raise Performance 
 
It’s understandable that a municipality would want contract security guards to arrive at their door ready 
to serve, like a new copy machine or surveillance camera. After all, many government agencies turn to 
contract security personnel exactly because they don’t have the experience or expertise to manage 
security and don’t want to undertake the time or expense to ensure guard personnel are up to the task. 
 
Leading security companies have rigorous, even impressive training programs. Still, municipalities should 
recognize that every security officer needs to receive training and instruction specific to the facility 
where they are assigned. Even when selecting a provider that is well-versed in providing protection 
services for your type of operation, there are bound to be particularities about your agency, 
environment, culture, and challenges that warrant instruction. Specifics that need to be addressed may 
include safety concerns or issues at the facility, local laws and ordinances, expectations for public 
assistance and relations, and agency policies and procedures. 
 
The nature of the assignment and the particulars of the establishment will determine the degree of 
facility-specific instruction that is necessary. A security officer on a long-term assignment may require a 
full week of facility-related instruction, while staff helping to manage parking at a special event may need 
a mere briefing.  
 
Research indicates that by supplementing contract security officers’ general training with specific training 
about their assigned facility, it raises the level of officer performance in a several key areas (Security 
Guard Firm Ratings & Benchmarks Report, IOFM). Specifically, data show that as the amount of facility-
specific instruction increases, contract officers score significantly higher with clients in:  

• Adherence to organizational rules and procedures; 
• being proactive to benefit the client organization; and  
• motivation.  

Facility-specific training is unlikely to alter the basics about a contract officer’s character, but data 
suggest it can clarify rules and expectations for officers, making it easier to comply. It also inspires 
officers to care more about the agency they serve and induces some to go the extra mile. Facility-related 
training and detailed assignment instructions also allow officers to be comfortable in the environment 
they serve and more confident in carrying out their duties—a prerequisite for being proactive in helping 
the client organization. 
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With respect to deployment, local governments must decide several key issues, such as how many 
officers to hire and what duties it wants them to perform. Below are some key issues to consider 
regarding deployment and use of contract security officers.  

• When adding contract officers to a facility that already employs a number of in-house officers or 
police, consider separating them by job function or environment—for example, using proprietary 
officers to perform investigations and for fixed, high-profile posts, while using contract staff to 
conduct patrol rounds and at remote posts.  

• Examine whether contracting for security staff will allow in-house personnel to take on functions 
currently performed by other departments.  

• Frequently review facility usage and appropriately adjust the level of contract security staff. Buildings 
may expand or reduce their work hours, which alters the level of protection they need. Without 
frequent audits, there may be too few or too many contract security officers covering certain 
locations—resulting in either unnecessary risk or a waste of resources.  

• Consider whether it would benefit the municipality to hire additional contract security staff to 
perform functions currently performed by government employees, such as inventory control, waste 
management, shipping and receiving, parking lot management, and environmental, health, and safety 
tasks.  

• If the municipality believes that it may benefit financially by using contract security staff to perform 
other functions, evaluate whether the agency culture is compatible with such a strategy, meet with 
workforce representatives and managers to discuss the plan, and identify the workable scope of such 
a program. Then evaluate the security firm’s ability to provide officers to fill the functions desired 
and meet with it to discuss issues of training, team building, motivation, officer pay, and performance 
measures. 

• Examine proposed officer scheduling to minimize excessive overtime. Excessive overtime has been 
shown to correlate with deterioration in work performance, greater likelihood of health and safety 
incidents, reduced motivation, negative health effects, increased absenteeism, and higher turnover. 
Audit to assess whether a security firm can demonstrate that their officers’ working hours and shift 
patterns meet recommendations for the industry. 

 
 
 
 
 
 
 
 
 
 
 
 

KEY TAKEAWAYS 
 Although officers should already be well-trained, any assignment location will have particularities that 

warrant instruction 
 When contract officers receive sufficient facility-specific instruction, they follow rules better, are more 

motivated, and more proactive on the client’s behalf, according to research  
 Deployment considerations for contract officers should include how they might be integrated into the 

existing workflow to reduce costs 
 Conduct regular reviews of how of how the operating terrain and environment may have changed to 

ensure that the security plan and training are relevant 
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RECOMMENDED PRACTICE #7 
Devise detailed service level agreements to drive 
excellence in security contracts 
 
Local governments typically contract for a wide variety of services. However, relative to other contract 
areas, security firms often do a poor job of developing meaningful ways of measuring contract 
performance. Only established, leading security firms typically rate well with clients in the area of 
performance measurement. 
 
An independent survey of clients of contract security, by the Institute of Finance & Management, asked 
them to rate their security firm on a variety of account management criterion, such as “account 
representative availability” and “responsiveness to concerns.” Of the 25 account management areas 
examined in the survey, security companies received a lower rating in developing performance measures 
than in any other area. 

 
Perhaps it’s no surprise why some security firms aren’t adept at developing performance indicators or 
why they may not be eager to improve. If a security contract lacks specific demands for performance, 
then security firms can’t fail to meet the terms of the agreement. 

 
Because some security firms do a relatively poor job of developing meaningful performance measures, 
governments that contract for private security officers need to make performance criteria a focus of the 
contract development process. To this end, there must be explicit agreement by both parties on what is 
expected. 
 
At the outset of a contract, a customer should establish a Service Level Agreement, which sets out in 
clear language the expectations of the services to be provided by the contractor company, advises a best 
practices guideline from the Security Institute (Wilburton, UK). 

 
A comprehensive service level agreement (SLA) will spell out the service you expect for every area in 
which contract guards perform any type of service. It will include service elements in the areas of training, 
pre-employment screening, and communications. It may also include service level expectations in areas 
such as deliveries, searches, vehicle control, or any other function contract officers are expected to 
perform. 
 
For example, “Access Control” is a typical service element of a security contract. A description of the 
service level may be “to restrict access to premises to only those displaying a current staff, contractors, 
or visitor badge.” 
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The purpose of the SLA is to define the scope of the security provision, identify performance objectives 
for the delivery of the security provision, and to document the entity and individuals who are 
responsible for meeting SLA conditions. They are especially important as a document that could capture 
changes in service expectations that may not be reflected in the original contract—something that can 
become critical in the event of an incident and a lawsuit that seeks to determine the specific 
responsibilities of the parties involved. 
 
SLAs are important for driving an effective relationship between government agencies and their private 
security partners. Topics that an SLA should cover include: 

• business objectives and objectives of the SLA; 
• procedures for updating the SLA; 
• responsibilities of the supplier; 
• responsibilities of the municipal client; 
• performance reviews: systems, frequency of reviews; 
• problem management; 
• security management; 
• setting priority or severity levels; 
• service level incentives and penalties; and 
• Key Performance Indicators or performance metrics. 

 
 
 KEY TAKEAWAYS 

 A comprehensive Service Level Agreement (SLA) should accompanying the contract  
 The SLA should set out in clear language expectations of services to be provided by the contract firm 
 The SLA pays an important role in developing meaningful Key Performance Indicators  
 SLAs are important as a tool to capture changes in service expectations that may not be reflected in the 

original contract 
 Beware of “cut-rate” security firms that don’t proactively identify performance measures 
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RECOMMENDED PRACTICE #8 
Work with your partner to create relevant, 
important, and measurable KPIs  
 
For each element of service defined in the Service Level Agreement (SLA), municipalities and their 
private security partner should identify a list of Key Performance Indicators (KPIs). These KPIs 
(which may also be referred to as performance metrics or performance measures) will allow both 
your agency and your security partner to see if the performance in the different service areas is being 
adequately met. Both you and the security provider should agree to KPIs in writing before the 
contract commences.  
 
Identifying appropriate KPIs is important to ensure that a government agency’s expectations for 
security service are clearly defined and so its security partner understands the standards by which its 
performance will be appraised. Using service-specific KPIs—rather than generic measures of 
performance—will enhance the value of a security provision.   
 
Which KPIs are appropriate will vary, so municipalities should demand an opportunity to sit down 
with a provider to establish performance indicators that are relevant, important, and measurable. 
Areas in which performance measures are commonly developed include turnover, training, 
responsiveness, and productivity. For example:  

• Staffing (percentage on-time, rate of officer replacement, days missed by security officers, and 
reduction in overtime hours); and 

• Productivity (number of security incidents, actual losses, number of patrols completed on time, 
tasks accomplished per shift, response time to emergency calls for service, percent of security 
audits completed competently and on schedule). 

 
All areas of the service agreement should be captured by KPIs. The Chartered Institute of Purchasing 
& Supply offers examples of additional KPI categories and sample measures: 

• Documentation: all documentation is correct and up to date.  
• Customer interface: assignment instructions are reviewed with client monthly. 
• Innovation: submission of proposals for future security are provided on a quarterly basis. 
• Skills, competency, and training: Officers are fully aware of and compliant with procedures within 

assignment instructions. 
• Service quality: uniforms are worn correctly in accordance with assignment instructions. 
• Financial management: Costs are in budget. 
 

Example: A typical SLA will address client expectations for “invoices and monthly reports,” which 
identifies all invoicing and reporting requirements. Associated with this SLA item should be a list of 
KPIs that will track the security contractor’s performance in this area and inform both parties 
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whether the firm is meeting its obligation for this SLA item. An example of a KPI for monthly reports 
might be: “All specified monthly reports are submitted three days prior to monthly meeting.” Your 
agency can then grade the contract firm on how frequently it meets or fails to meet this performance 
measure, thereby establishing a running scorecard of the security firm’s performance and to help 
promote continuous improvement. 

 
For agencies that are not experienced in developing security performance measures, there are 
strategies that may help to simplify the process:  

• Pick a security provider with proven experience in providing the services you require. The 
security performance measures that are relevant to your municipality’s needs depends on its size 
and work required, which is why it is easier to develop performance measures with firms that 
have significant experience in providing security that aligns with your needs.  

• Use other service contracts as a model for security. It can be helpful for a local government, 
which is partnering with a private security partner for the first time, to align a security contract 
with its other service contracts. Using other contracts as a model can make it easier to develop 
performance measures and establish metric categories for security. For example, a municipality 
may want to measure all service vendors—security included—in the same general areas, such as: 
cost, safety, technology tools, assurance of supply, and quality. Specific performance measures 
will differ, of course, but overall categories can be consistent.  

• Track new items as you think of them. A comprehensive performance measurement system is 
like a jigsaw puzzle—all the pieces should, when put together, paint an accurate picture of the 
service in its entirety. However, even as you work toward a robust performance measurement 
system, you can continually add new items to track so you can alert a security provider when its 
service is slipping in a particular area. Even if a performance measurement system is not yet 
comprehensive, the more individual areas in which you track performance, the greater leverage 
you’ll have with your security providers. 

 
In developing KPIs, contract managers and procurement professionals should consult functional 
managers, department heads, and any other operational stakeholders to learn which security services 
they find important. One common point of failure in security contracts is neglecting to ask the “end 
users” of security services what they want. How these stakeholders define quality security service 
should serve as the starting point for creating measurable standards of quality that you demand from 
your security partner.  
 
  KEY TAKEAWAYS 

 All areas of the service agreement should be captured by relevant Key Performance Indicators 
 A comprehensive performance measurement system is like a jigsaw puzzle: pieced together it should paint a 

clear picture of the service in its entirety 
 Applying a weighting system to KPIs can help ensure that security partners pay most strict attention to the 

areas you find most important 
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RECOMMENDED PRACTICE #9 
Prevent lax contract oversight by creating audit 
points and inspection standards  
 
When a municipality puts security in the hands of a contractor, it’s tempting to turn attention 
elsewhere—but a lack of oversight can have serious consequences. Critical problems can be avoided, 
however, through use of an explicit oversight protocol and a detailed contract, service agreement, 
and performance indicators.  
 
As a starting point, it is important to have confidence in the quality of a firm’s management program, 
and in its resiliency. For example, ISO 22301 is the international standard for Business Continuity 
Management, and a firm’s certification suggests its ability to prevent, prepare for, respond to, and 
recover from disruptive incidents. Contract monitoring is also important, however.    
 
Lax oversight is a mistake any government agency can make. In the US, for example, a government 
watchdog investigation was extremely critical of the US government’s Federal Prevention Service, 
which oversees contract security officers at federal facilities. In a report, the agency said it was 
common for contract officers deployed to federal facilities to lack necessary training, certificates, 
licenses, and permits. “We found that 62%, or 411 of the 663 guards who were deployed to a federal 
facility, had at least one expired certification, including, for example, firearms qualification, 
background investigation, domestic violence declaration, or CPR/First Aid training certification,” 
according to a Government Accountability Office (GAO) report (Federal Protective Service’s Ability 
to Protect Federal Facilities Is Hampered By Weaknesses in Its Contract Security Guard Program). 
 
The report identified numerous examples of officers failing to perform their duties as required, 
exacerbated by failures in oversight. For example, the frequency of post inspections varied 
substantially across regions. In one, managers were told to conduct five per month; in another, there 
was no inspection requirement at all. And, for convenience sake and to save on overtime pay, post 
inspections were almost exclusively conducted during normal business hours—even though its own 
records showed instances of non-compliance on those occasions when post inspections were 
performed after-hours.  
 
Frequent inspections and audits are an important part of ensuring a successful partnership. Without a 
strict audit regimen, a government “has limited assurance that its guards are complying with post 
orders,” according to the GAO report. A robust “red-teaming” program would ensure the provider 
is held to high standards. Some providers set up independent internal teams to conduct such tests 
and share the results with their customers. 
The first step in addressing the situation is to ensure that all individual government facilities complete 
required security contract performance evaluations. Standardized recordkeeping—to ensure that all 
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contract files have required documentation—is also a good idea. Setting inspection targets—and 
ensuring that each government facility or agency follows them—is also vital.  
 
It’s also helpful for a municipality to explicitly identify what an “inspection” should entail. Without 
identifying how to conduct a review, local managers may make cursory post inspections and the 
quality of inspections are likely to vary from region to region. Some government staff may conduct 
little more than a uniform check, while others may conduct a more robust inspection of officer 
certifications, knowledge of post orders, uniform and equipment checks, and inspection of the post 
station and timecards.  
 
Lastly, municipalities can encourage better oversight of security contracts by making communication 
between site management and the contract security firm a focus of the service level agreement 
between the two parties. The UK’s Security Institute identifies sample SLA items; the ones below 
may help to prompt site personnel to manage the security contract more aggressively.  

• Identify a required timetable for performance monitoring meetings between site managers and 
the security firm’s operations manager. Discussions should cover what the officers are doing 
well, areas of unsatisfactory performance, and steps the contractor will take prior to the next 
meeting to address areas of concerns or resolve issues. A generic performance meeting agenda 
would cover: (1) minutes from the last meeting; (2) actions from the last meeting; (3) 
performance monitoring, i.e. a review of performance indicators from the SLA; (4) report on 
training and availability of trained personnel to cover required assignments; (5) safety issues; (6) 
security threats (crime trends, etc.); (7) innovation opportunities; (8) actions to be completed 
before next meeting.  

• Standards for handling complaints. For this SLA item, a performance indicator may state: “any 
complaints (written or verbal) are to be brought to the attention of the account manager within 
one hour during normal office hours or at the start of the next working day.” 

• Agreement on the frequency of supervisory visits to contract security officers and what will 
occur during the visits. A mutually agreed upon supervisory checklist is also a good idea. (Note: 
This SLA item should also identify when supervisor checks are to be completed to ensure that at 
least some are conducted after-hours and during overnight posts.)  

• Documentation requirements. For this SLA item, a performance measure could require, for 
example, that “monthly reports are to be submitted prior to monthly meeting.” 
 

 

 

 

 

KEY TAKEAWAYS 
 Develop a strict inspection/audit regimen to ensure contract officers are complying with post orders 
 Set standards for internal inspections of contract security so quality of inspections is consistent 
 Encourage better oversight by setting targets in the security contract for communication between site 

management and the security firm 
 Reach an agreement with the security firm on how often its supervisors will check up on its officers  
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RECOMMENDED PRACTICE #10 
Manage incentives to promote superior 
performance, avoid misalignment  
To effectively manage a security contract, it is critical to develop a contract that lays out a baseline 
for satisfactory performance. This is a necessary element to inform both the firm and client if service 
is failing to meet expectations. The establishment of minimum performance standards doesn’t 
necessarily provide contract firms an incentive to deliver exceptional performance, however.  
 
Perhaps no incentive is more effective than a financial reward. As such, public agencies may wish to 
devise a pay- or profit-for-performance incentive plan with its security contractor. This “carrot” may 
replace a strictly punitive provision that allows for assessment of a financial deduction for non-
performed work when a contractor does not comply with contract requirements. A positive financial 
incentive may help to keep a contract security firm motivated to deliver excellent performance all year 
round—not just as a contract review period draws near.  
 
Typically, a profit-for-performance plan will set aside a fraction of the profit a contractor is due to 
receive, and the client pays it—or doesn’t—depending on the contractor’s ability to meet a series of 
agreed-upon performance measures. Normally, a client company will also agree to pay above 100% of 
the set-aside if the firm exceeds all its performance goals. While a public agency may not like the idea 
of paying more than the full contract price, a client of security services should be willing to pay a little 
extra to a security company that flawlessly meets and exceeds every single performance goal.  
 
Various companies have described successful profit-for-performance schemes in security literature, 
which generally works in the following manner (simplified for explanatory purposes):   

• In each financial quarter a small portion of the contract’s firm profit is put “at-risk.”  
• If the amount of profit that is “at-risk” equals $1 for each billable hour, then a quarter with 

10,000 billable hours would put $10,000 in this category.  
• If one of the performance measures—for example, “guard job knowledge”—is weighted at 25% 

of all performance measures combined, then performance in this one area puts $2,500 on the 
line for the financial period. 

 
The contract agreement would then stipulate how guard scores on job knowledge tests correlate 
with the financial incentive. For example: If guards for the quarter receive an average score of 90 on 
knowledge tests, the agreement may call for the firm to receive 100% of the available profit 
incentive—i.e., it would receive the full $2,500 that was “at-risk.” If officers score 100 on knowledge 
tests, it might net the firm 110% of the incentive (or $2,750); a score of 80 may warrant 90% of the 
incentive ($2,250); and a failing grade of 50 or below might cause the firm to receive none of the 
$2,500 set aside in the area of “job knowledge.” 
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The management strategy here is simple: With money on the line regarding guard job knowledge, a 
security firm will want to ensure good test scores, so they are likely to be persistent in educating its 
staff. As a result, the public agency benefits from a team of contract officers who are more 
knowledgeable about their job and the facility. As noted elsewhere, an agency should create a variety 
of performance measures in conjunction with its security partner. Areas in which performance 
measures are commonly developed include turnover, training, responsiveness, and productivity.  
 
If a municipality chooses to build financial incentives into an agreement with a contract security firm, 
it should be careful to use a broad range of performance measures that truly reflect what it wants 
from the firm. For example, if you only measure what is easy to measure but may not be important, 
you will motivate a security firm to meet unimportant goals. This could result in taking the focus off 
more meaningful aspects of the security service. Financial incentives must be critically reviewed to 
ensure that they are well-aligned with the primary goals of the security service. Other good practices 
for using performance measures in a financial incentive program include the following: 

• Weight the selected performance measurements according to how important they are to you. For 
example, if you feel that one-quarter of your overall satisfaction with a contract relates to 
turnover, then the turnover measures should add up to 25% of the total incentive score.  

• Make them flexible. The relative importance of different areas of performance—and the 
relevance of specific measurements themselves—changes over time. Meet with your security 
firm annually to discuss the profit-for-performance plan, and review and adjust it, as necessary.  

• Make them specific to each facility’s needs. Performance measures need to reflect each facility’s 
needs, challenges, and opportunities (a one-size-fits-all approach doesn’t work here).  

• Don’t use measures that can unwittingly hurt quality. For example, a performance measure such 
as “percent of security incident reports completed on time” could motivate contract security 
staff to issue timelier, but inferior quality reports. If you include measures that have a “quality” 
component, you need to educate the individuals who make the assessments on how to measure 
it so you can ensure as much uniformity and consistency as possible.  

• Propose a monetary set-aside that is big enough to truly motivate the contractor to better 
performance and, therefore, is worth the expense of administering the program. 

• Payout above 100% if the firm deserves it. A partner that meets all performance goals should 
receive more than 100% of the contract value. A client should be willing to reward such superior 
performance financially. This type of “bonus” system—when combined with the stick (for 
receiving less than the full contract value for failing to meet goals)—provides robust motivation. 

 

 
 
 

  

KEY TAKEAWAYS 
 A “bonus” system—instead of strict reliance on penalties—is a more robust form of motivation  
 Be careful that any financial incentives are well aligned with security priorities 
 Review incentive programs frequently to reflect changes in priorities 
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PART III. Checklist for Building an Effective 
Private Security Partnership  
 

Vendor Assessment Checklist: Questions to Review Before Work Begins 
 Yes No Details/Notes/Explanation 

Part 1. Background, Structure    
Is the provision of security officers and services the provider’s core business?    
Does the company demonstrate a sufficient level of expertise for the 
assignment?    

Does the security company have experience providing service in similar 
arrangements as ours?    

Is the company’s operational and financial track record and reputation up to 
our standards?    

Has a background investigation revealed the absence of issues that could 
exclude the company from consideration (such as past fraud, corruption, 
violations, or other offences)? 

   

Is the company able to show that it meets insurance requirements?    
Has the company provided relevant financial records for the past three years?     
Does a financial review of the company indicate that it is financially healthy?    
Can the company demonstrate that it is current with all tax or other 
obligations?    

Has the company provided a list of customer references?    
Is there evidence that the company has successfully serviced a contract of 
similar size, structure, and responsibility?    

Has the company provided a list of similar sites where their guarding operations 
can be observed and inspected?    

Does the firm demonstrate an ability to provide the standard of service and 
level of expertise that we require?    

Has the company explained its security philosophy, and how that will be 
implemented in relation to our contract?    

Does a review indicate an absence of an unusual volume or pattern of 
complaints?    

Does an assessment indicate that the firm is proactive in ensuring their 
licensing is kept current?    

Is the company a member in good standing of recognized trade associations?    
Is the company clear of conflicts of interest or financial entanglements that 
would reflect negatively on us?     
Has the company received any industry awards or achieved membership in a 
selective industry group?    
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Vendor Assessment Checklist: Questions to Review Before Work Begins 
 Yes No Details/Notes/Explanation 

Part II. Personnel    

Is the company's existing management sufficient to support our operational 
requirements? 

   

Has the firm provided their average annual manpower and managerial staff 
over the last three years (comprising permanent, temporary and contract 
staff)? 

   

Does the basic training that the company provides to its security officers meet 
or exceed our specifications? 

   

Are we comfortable that the provider’s commitment to inclusion and diversity 
in hiring will reflect positively on us? 

   

Are we comfortable with the level of expertise of the trainers that the company 
uses in its training and development programs (in-house or external trainers)? 

   

Does the company provide regular, refresher training to its officers?    
Can the company provide up-to-date records of staff training?    
Are the company's qualifications for security officers acceptable to us?    
Does the vetting that the firm’s security officers receive meet our standard for 
background checks? 

   

Has the company shared an acceptable rate of annual staff turnover over the 
last three years?   

   

Is there evidence personnel meet any other skill requirements for duties under 
the contract (language skills, computer proficiency, etc.)? 

   

Is there proof that all specialized training necessary for personnel to carry out 
the requirements of the contract has been conducted? 

   

Will the guarding personnel that is assigned to our facilities be experienced in 
the type of work they will be performing? 

   

Can the company provide evidence that security officers are suitably fit for the 
work they are contracted to perform? 

   

Can the company provide a clear chain of responsibility as it relates to 
managing and servicing the contract? 

   

Is the outward appearance of contract personnel and equipment in keeping 
with our standards (uniforms, vehicles, etc.)? 

   

Do the skills and expertise of the company’s management team suggest their 
ability to deliver excellent planning and service support? 

   

Has the company provided information about the skills and experience of each 
member of the management team and their responsibility within the contract 
framework? 

   

Are the skills and qualifications of the on-site manager suggestive that he or she 
can effectively carry out the contract? 

   

Are we satisfied with the skill and expertise of the contract manager?    
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Vendor Assessment Checklist: Questions to Review Before Work Begins 
 Yes No Details/Notes/Explanation 

Part III. Programs, Plans    

Is there evidence that the company’s working conditions for guarding staff 
comply with all relevant legislation and/or collective agreements? 

   

Are the company’s salary and benefit levels for its security personnel both 
sufficient and compliant with local union, state and/or national requirements? 

   

Do the company’s safety policies and procedures meet regulatory 
requirements? 

   

Does the firm have a robust audit and quality assurance framework (ISO 
compliant, etc.)? 

   

Does the company have a robust corporate social responsibility program?    
Can the company provide evidence that it is committed to reducing health and 
safety risks to its security employees? 

   

Does the company have a code of conduct, integrity, or ethics program?    
Does the company have a policy addressing substance use that comports with 
our requirements? 

   

Is the supplier able to show that officers’ working hours and shift patterns don’t 
exceed good practices (for consecutive hours, days, sufficient breaks, etc.)? 

   

Is instruction on the company’s ethics program provided to all its employees?    
Does a review of the company’s customer invoices indicate that they are 
transparent and easy to understand? 

   

Can the company provide evidence of a suitable channel for managing 
complaints, feedback, and suggestions from its guarding personnel? 

   

Does the company have a career development or other career programs for its 
guarding personnel? 

   

Does the company have the relevant certifications necessary for the 
assignment? 

   

Does the company’s operational plan for the contract include all necessary 
elements? 

   

Are the technology, tools, and equipment in the operational plan sufficient to 
provide service excellence? 

   

Does the company maintain an internal compliance and quality program?    
Are we satisfied with the company’s plans and processes for protection of 
confidential information from disclosure? 

   

Does the provider’s crisis management plan provide confidence that it will be 
able to assist us in a major disaster event? 

   

Have all verbal promises or representations made it into writing?    
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 Vendor Assessment Checklist: Questions to Review Before Work Begins 
 Yes No Details/Notes/Explanation 

Part IV. Resources, Support    
Does the company have sufficient backup capacity, especially redundancies in 
key 24/7 operational infrastructure, to meet the requirements of the contract 
in an emergency? 

   

Does a review of the company’s management structure and resources indicate 
an ability to respond to problems within required time frames? 

   

Is the company able to demonstrate that they have sufficient staff to effectively 
meets the requirements of the contract? 

   

Is the firm able to provide additional personnel support in a timely manner in 
the event they are required? 

   

Is the provider able to provide the equipment and training necessary to provide 
the services required in the contract? 

   

Are we satisfied with the additional or specialized training that the company 
can provide? 

   

Can the company outline its procedures for upholding the quality standards to 
which it commits? 

   

Are we satisfied with our recourse if a guard misses a shift?    
For all systems or equipment that the company provides in performance of the 
contract, can it demonstrate an ability to effectively operate and maintain the 
system? 

   

Are we satisfied with the company’s use of technology to enhance officer 
performance? 

   

Has the company provided sufficient information about the support services it 
has available (such as administration, invoicing, etc.)? 

   

Are we content with the availability of supporting security and security-related 
services? 

   

Are we satisfied with the company's operational plan for monitoring the 
performance of the contract? 

   

Is the company’s rostering methodology indicative of an ability to meet the 
contract’s security requirements? 

   

Can the company show all required certifications associated with any technical 
equipment that will be used in fulfillment of the contract? 

   

If the company may use sub-contracted private security service personnel in 
certain instances, is there assurance that they also meet all quality criteria? 

   

Are the company’s communication tools and systems adequate for the services 
required? 

   

Are we happy with the mechanisms the firm has in place to solicit our input, 
exchange information, and assess our level of satisfaction? 

   

 


