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Executive Summary 
It is impossible to exactly calculate the extent to which the money you’ve spent on security has 
been worthwhile. Maybe your security measures prevented business-crippling incidents. Or 
maybe nothing would have happened anyway. 

Because of the difficulty in precisely measuring the value of security, it’s still common for senior 
management to perceive security as a cost center, and when times are tight, security budgets are 
often placed on the chopping block. This fact has long presented an obstacle to adequate and 
consistent spending on security services and projects. And companies often get away with 
underfunding security—that is, until something happens.  

A security operation cannot reach its maximum influence, efficiency, or effectiveness unless its 
value is recognized. Unfortunately, while many forward-facing companies now see the 
competitive advantage to a proactive security strategy, many company security representatives 
still report that company management fails to properly recognize security’s strategic value. Even 
at billion-dollar companies, adequate appreciation for security is hit-and-miss, and failure to 
appreciate security is the norm in many industries. The unfortunate fact is that the importance 
of security often rises and falls alongside management’s perception of the threat environment.  

But security is too mission critical for this to persist. You can’t successfully operate a business 
without a sufficiently safe and secure environment and, in addition to preventing costly and 
disrupting events, effective security benefits companies in countless ways.  

This report is a tool to open management’s eyes to the value of security, offering dozens of 
insights and practical ideas to advance understanding of security’s benefits, and for measuring 
and communicating its value.  

Part I. Understanding and Calculating the Value of Security 

This section identifies a range of ideas to help organizations gain insight into the value it derives 
from security, which is not the same for every business. Each of the points below are discussed 
in detail.  

 Research has shown wide-ranging collateral value from security activities, including improving 
workers’ sense of security, morale, and productivity. It’s important for businesses to include 
these ‘soft’ benefits—as well as the ‘soft’ costs of security incidents—when making judgements 
about security’s relative benefits. 

 The business implications of security data are worth tracking, such as potential business-
related losses from doors that are discovered unlocked during security patrols.  
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 A study of security in the food industry revealed that companies that had invested in security 
had also lowered their operating costs, reduced insurance expenses, improved business 
resilience, and experienced other business benefits.  

A total-cost-of-ownership approach can be applied to security investments for a more accurate 
assessment of whether it is worthwhile or for choosing between different security options.  

 Perpetuity Research & Consultancy has identified 20 distinct ways in which security commonly 
provides value to an organization. 

 The “true cost” of fraud to a merchant’s bottom line is three times the theft amount on 
average, and retail organizations should use the specific “fraud multiplier” for their business 
when calculating losses. 

 Using a cost-comparison formula, such as the one described in this report, allows a company 
to compare the relative cost-effectiveness of different security options.  

 Many factors should be included in accounting for the potential costs from workplace crime 
and violence, including that employee injuries typically cost 60% more than injuries from other 
causes. 

 ‘Minor’ incidents have an outsized impact on small companies. For example, the cost of an 
average case of vandalism can depress annual net profits by up to 13.5% for a small business. 

 Companies can pay millions if they lose a security lawsuit, but even when winning it is likely to 
cost more than $53,000 in expenses, according to a study of premises liability litigation.  

 A detailed cost analysis of in-house security personnel expenses should be the basis for a cost 
comparison to contract security personnel, including expenses related to training, uniforms, 
background investigations, drug testing, and others. 

 After a security provider upgraded a pharmaceutical company’s building access process 
throughput speed increased dramatically, saving the company $500,000 annually when 
accounting for the ‘value of time.’  

 While it is possible to identify how much time some security activities should take to complete, 
some are too variable. When judging security productivity, don’t reduce all security officer 
activities to an ‘average’ time.  

 Persistent access to the latest innovations is the primary advantage to leasing security 
technology, and it can have other advantages, including mobility and reducing risk from 
performance issues. 
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  Good workplace security improves employee retention, with research indicating that it is 
more important to a worker than getting recognition and their feelings towards their immediate 
boss. 

 Recording, tracking, and addressing causes of “near miss” security events is a useful way to 
understand the value of security and to improve resilience against major security risks that 
happen rarely (such as terrorism or active shooter events). 

 Since the pandemic, business leaders report an increase in business costs related to crime and 
violence, according to a report by the World Economic Forum in late 2021. 

Part II. Communicating and Maximizing the Value of Security 

This section provides strategies for how companies can better leverage security for business 
value and ideas for communicating security’s business benefits beyond risk avoidance.  

 Communication about security is typically fear-based, but a communication plan designed to 
amplify the positive aspects of security can have more enduring value. 

 A security master plan outlines where security wants to be at a point in the future and can be 
submitted to management for approval as a strategy. This can simplify gaining funding approval 
for specific projects in support of the plan. 

 There should be agreement between company management and its security representatives 
on creating business case justifications for security spending, such as how soft benefits are 
accounted for and on the weighting of different elements. 

 Measures of security performance should be linked to an organization’s mission and address 
enterprise-wide priorities. This makes it easier for senior management to recognize that 
improving security is in the organization’s business interests. 

 Performance measures and return-on-investment calculations, by casting security in business 
terms, is an effective way to encourage management to adopt a permanent, strategic view of 
security, in addition to creating an effective channel for sharing information about security risks. 

 If security performance measures are to be a reliable engine for decision-making by executive 
leadership, they should be balanced between input, output, and outcome measures. 

 While a business case for security is important, personal persuasiveness, storytelling, 
communication, and outreach are less tangible—yet no less critical—elements of advocating for 
security. 
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 Companies should consider developing a scoring system that reflects its unique priorities to 
judge security projects. The one described in this report considers a project’s return on security 
investment, and also whether the spending supports an essential function and if it fits with the 
company’s business strategy. 

 Studies show that non-security executives don’t typically regard past incidents as an effective 
way to determine how much should be spent on security. They are more swayed when security 
calculates the amount that a failure or problem would cost in terms of interrupting business 
operations. 

 Security representatives should be prepared to answer the questions that executives 
commonly ask about security spending. Among these, according to research, are: Do we have to 
address it now? Would it help to prevent lasting damage to our company brand? Are other 
organizations doing something similar? 

 Instead of security representatives identifying what they need in a proposal to management, 
major corporations have had success by asking unit business leaders to identify what they 
demand in terms of security to be successful. 

 An organization should finance prevention of its most critical security threats first, and only by 
looking at all threats in unison—cyber, physical, operational—can it make that determination.  

 Organizations should be clear in its intent to accept security risk rather than simply allow 
security recommendations to go ignored.  
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PART I. Understanding and Calculating the 
Value of Security 
Everyone has been searching for the “value-add” in security in the last several years, some 
hidden worth capable of transforming security into a business benefit beyond risk avoidance.  

It is a mission that is only made more important in tough economic times or when business 
prospects are unclear. When profit margins narrow, corporate cost centers are the first to feel 
the pinch, and that is a perception of security that the profession has not yet been able to shake.  

This challenge may seem off-putting. After all, if a company knew how security could provide a 
bigger payoff, it would already be doing it. So how do you start? Where do you look? How can 
you uncover value in security that you’ve been ignoring?  

The answer may not be to implement new programs or shift priorities, but to simply be more 
rigorous in documenting security activities and calculating their value. There is value in security, 
and while it can be hard to tally all its merits into a dollars-and-cents calculation, it is possible to 
capture many of the ways that security benefits a business and to communicate that value in 
making an effective case for security spending.  

Part 1 of this report contains a range of ideas designed to help in that critical endeavor. 
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Addressing Soft Costs & Soft Value  

Companies suffer a monetary loss in cases of employee fraud—that is obvious—but it typically 
will also experience other harms, such as a loss of customers. While hard to pinpoint, these ‘soft’ 
costs are often more than the direct loss from the fraud itself.  

There is a wide range of indirect costs from security events that organizations should consider. 
These include losses due to: 

 lower productivity,  
 wasted time,  
 increased absenteeism,  
 management distraction,  
 and increases in turnover and stress. 

Case in point: Surveys show that 40% of victims of workplace bullying quit their job, which 
subsequently requires employers to incur the substantial expense of filling those job vacancies 
(Workplace Bullying Institute). 

Companies should extend this same mindset when examining the benefits of security, by 
assessing the soft value of prevention activities and relating them to management in some way.  

For example, when a security contractor eliminates theft in a company’s supply chain, it is likely 
to enjoy direct value in the form of reduced insurance premiums. But the company may also 
benefit indirectly, by being able to offer lower-priced products or improve sales margins. These 
are important benefits to consider if a company is to conduct accurate business planning. 

Collateral value from security activities often includes improving workers’ sense of security, 
morale, and productivity. In areas where the issue has been studied, the total value of security 
has proven to be significant.  

Key Points:  

 Companies should be cognizant of the soft costs related to security incidents and the soft value 
derived from security investments.  

 Personnel impacts are especially significant: Security incidents increase turnover, while good 
security improves worker productivity.  
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Translating Security Data into Financial Metrics  

Three examples from security author Dennis Dalton reflects the difference between an old 
approach that divorces security from business implications and one that makes the link:  

1. Open doors. You could: Report the total number of unlocked doors discovered during a 
certain period. You should also: Demonstrate the potential dollar impact on lost assets; 
particularly those associated with intellectual property (trade secrets, proprietary information, 
customer data, price listings, pending deals, etc.) that are directly related to the number of open 
doors you found.  

2. Access control. You could: Explain access control in terms of asset protection and controlling 
the movement of people. You should also: Demonstrate how access control integrates with 
business units to lower operating expenses, limits exposure to business disruption, and reduces 
insurance premiums, thus affecting total bottom-line performance. 

3. Solving cases. You could: Report investigation findings based on loss, number of cases open 
versus closed, total recovery rate, number of responsible persons identified, and action taken. 
You should also: Report findings in terms of their impact on bottom-line profitability and number 
of assets/sales required to offset loss. 

Business Benefits Case Study  

One way that security contributes to business success is because security engenders trust, which 
is an enabler for good working practices between companies and their clients, customers, and 
partners. For example, a company that can point to its relationship with a leading security 
company is better able to allay a business partner’s concerns about its ability to supply goods 
and services in an emergency. 

Key Points:  

 Companies shouldn’t just aggregate security data and tally statistics but also translate those 
numbers into potential dollar losses. 

 While it’s important to track the number of security violations, their potential fiscal impact is 
more material to making business decisions.  
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The fact is, that when companies take the time to examine the impact of their security spending, 
they always discover that it translates into business benefits. A study out of the University of 
Minnesota (US) proves the point.  

The study was conducted because of the existence of security gaps in the US food supply chain 
and sought to understand why. In particular, the study found that firms often perceived a lack of 
economic incentives for investing in security measures and deemed security to be “an expense, 
not an investment.” But money spent on security isn’t purely an expense, the study showed. For 
example, 10 percent of companies reduced their operating costs by investing in security 
(“Security-Preparedness of Firms in U.S. Food Supply Chain”). 

Key Points:  

 In addition to lowering risk, research finds that improving security often reduces a company’s 
operating costs, employee turnover, and worker injuries. 

 More than half of companies studied improved their business resilience by making investments 
in security. 
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Calculating Security Investment Costs  

Calculating the total cost of ownership (TCO) is an important part of judging whether a security 
investment is worthwhile or for choosing between different options for meeting security goals. 
For example, purchasing an access control turnstile may seem more economical than a lobby 
security officer, but all costs must be considered to paint an accurate picture—not just the 
purchase cost of the equipment. 

TCO is the cost to an organization to acquire, support, and maintain equipment, programs, or 
technologies and can be expressed in the following formula:  

TCO = cost to buy + cost to install + cost to operate + cost to maintain 

TCO is typically a single financial metric in an overall business case but is important because it 
requires calculations to include all costs associated with a project or purchase and not just the 
initial purchase amount. It’s also helpful for expressing a project’s business case in ways that an 
organization’s financial executives and senior management typically prefer.  

How Security Can Benefit Organizations 

Key Points:  

 Companies must be careful to calculate the total cost of ownership (TCO) when trying to 
accurately judge which security investment or option is best. 

 Some security investments have low initial costs but are expensive to maintain over time and 
using a TCO formula can be an important alert to an organization in these cases.  

Key Points:  

 To recast spending on security services as a business investment, practitioners should compile 
an inclusive list of ways in which their organization benefits from security.  

 From interviews and research, one study identified 20 distinct ways in which security commonly 
provides value to an organization.  
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Organizations have traditionally focused on the narrow, risk mitigation benefits of the security 
services they receive. But there is ample evidence that a host of non-security benefits are derived 
from having good security, as seen in the list below from Perpetuity Research & Consultancy in 
its report, “Beyond the Protection of Assets: The Broader Benefits of Security.” To help 
understand and communicate security’s value, company personnel should make a 
comprehensive list of benefits to which their security spending can legitimately lay claim.  

Security…  
 measures can be used for alternative purposes, i.e., to solve problems, create efficiencies, 

benefit customers, and reduce cost of operations (e.g., CCTV and access control can 
enable remote monitoring of operations or measure customer behavior; collected data 
can be used for other purposes like shift patterns or payroll). 

 helps to protect an organization’s reputation (e.g., by instilling codes of conduct for staff 
to prevent incidents that would erode reputation).  

 helps to prevent financial losses (e.g., by protecting payment processes; corroborating or 
negating insurance pay-outs; and preventing fines for non-compliance). 

 attracts business/sales (e.g., providing better security than competitors can command 
better fees or attract customers concerned with safety). 

 helps businesses expand (e.g., without security’s experience/knowledge, organizations 
may be unable to expand into potentially hazardous environments; security can support 
bidding processes and give advice/assess prospective partners; evaluate the efficiency of 
suppliers and manage contracted services). 

 helps retain customers (e.g., good security enables smooth running of the organization 
and customers will return if they have an enjoyable experience; sharing security expertise 
and intelligence with clients strengthens the relationship). 

 prevents issues from escalating and ensures compliance with policies that would 
otherwise disrupt operations. 

 enables effective use of a site and flexible working hours. 
 engenders trust, which improves working practices between colleagues, management, 

clients, customers, and partners. 
 provides a mechanism for personnel control and accounting in emergency conditions. 
 enables business by working with others to tackle threats to business. 
 procedures can improve project management and shorten project development, reducing 

the time it takes for a project to generate income. 
 reduces inventory losses, enabling lower working capital for inventory. 
 reduces equipment damage, operating costs (lower insurance rates), and downtime.  
 has a positive impact on staff well-being, helping to retain staff and attract new staff. 
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 saves money by reducing insurance costs and other expenditures that come with being 
victimized and preventing legal costs. 

 prevents negative workplace events (e.g., thefts from staff) that lower staff morale. 
 prevents safety concerns that can create inefficiencies in working practices (staff may not 

work late if they are concerned about their safety).  
 contributes to Corporate Social Responsibility (e.g., by helping a business area prevent 

crime; providing resources for the local community).  
 can generate income (e.g., by selling internal security expertise to other firms). 

Using Fraud Multipliers to Judge Loss from Theft 

In the LexisNexis “True Cost of Fraud Study” by Javelin Strategy & Research, which annually 
examines the cost of fraudulent retail transactions, researchers emphasize the fact that 
replacing lost or stolen merchandise is only half of the total cost of a fraud. Some 18 percent of 
the total is due to fees and interest paid to financial institutions and 32 percent is for other 
amounts for which the merchant is liable (e.g., chargebacks).  

The complexity of fraud losses is one reason there is the amount of a fraud but a higher “true 
cost” of fraud to a merchant’s bottom line. According to LexisNexis’ method for measuring this 
figure, for every $1 of fraud, merchants, on average, pay more than $3. 

The specific ‘fraud multiplier’ varies across industry segments, primarily because costs differ for 
replacing stolen merchandise and because of the varying degree of difficulty in converting 
fraudulent activity into cash. Researchers concluded that each industry has a unique fraud 
multiplier that businesses should use to determine how much it truly loses in cases of fraud (see 
the accompanying table). 

 

 

Key Points:  

 Research proves that merchants on average lose more than $3 for every $1 of theft or fraud.  

 Merchants should use the indicated fraud multiplier for their type of business to calculate their 
true loss from theft and fraud. 
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Comparing Non-Action vs. Security Investment 

Some companies use cost comparison formulas to help them decide what level of security 
investments makes the most sense, including the following method shared by a 
telecommunications company at a global security conference.  

 

Key Points:  

 By using a cost comparison formula like the one described below, companies can compare the 
cost effectiveness of different proposed security interventions.  

 Often, “doing nothing” is a more expensive option, a fact that can be exposed with a 
mathematical formula that includes the monetary impact of security events in the calculation. 



 

 www.security-ligue.org / infoliga@security-ligue.org  

16 

Formula: PA x (1-SE) x C$ = R$ + SE$ = total expected annual dollar cost of losses and security 
costs 

Terms: PA = probability of attack by an adversary or that the loss will occur. SE = probability that 
security effectiveness will stop the attack before a loss occurs. (1-SE) = probability that security 
effectiveness will fail to stop the attack before a loss occurs. C$ = consequence of loss in dollars, 
annualized. R$ = result. SE$ = cost of security upgrade, annualized life-cycle costs. 

Scenario: Employees of a remote telecommunications facility work in a neighborhood where the 
property and their personal security are a concern. The security team wants to see what security 
option may make the most fiscal sense in preventing a personal assault on these employees or 
an attack on the property.  

Option A: Do nothing. The security team looks first at the math surrounding an “accept the risk” 
response. (Refer to the formula and definitions above.) The first portion of the formula to turn 
into numbers is the “PA,” or the probability of attack. The security team examines historical data, 
local crime statistics, and uses their professional judgement and concludes that the likelihood of 
some sort of attack within the year is 10% (or .10). 

Next, the security team analyzes what the odds are—if an attack does occur—that their existing 
security measures will stop it. In their current state of having no real security presence, the team 
decides that there is an only 2% chance that a random police patrol would be able to thwart an 
attempted assault or break-in. So, with respect to the formula, 1-SE equals 1-.02 (or .98). 

Third, the team tallies up what a worst-case assault could cost them. After considering direct 
losses, replacement, and repair costs for lost or damaged property, bad publicity, loss of 
employee morale, and liability, the team decides that $2 million is a good figure to use. 

The team then does the math: 0.1 x .98 x $2 million = $196,000. This is the expected annual 
dollar loss if they follow the “do notion” option. Finally, the team adds to this figure the security 
cost of this option which—since it is “do nothing” equals $0. For this option then—the amount 
they expect to lose each year plus the annualized cost of security—loss totals $196,000. 

Option B: Moderate security upgrade. The team then looks at the cost-effectiveness of a 
moderate approach using CCTV and some random security firm patrols. What changes? They 
calculate that this added security will drive down the probability of an attack to 9% and the ability 
to thwart an attack increases to 60%. The projected cost of the CCTV plus patrols totals $75,000. 
So, the formula for option #B calculates as: 

.09 x (1 - 0.6) x $2M = $72,000 + $75,000 = $147,000 



 

 www.security-ligue.org / infoliga@security-ligue.org  

17 

By comparing the two calculations, the telecommunications can see that spending to moderately 
improve its security posture is, in fact, a more economical strategy.  

By using a cost comparison formula, a company can compare two—or many—different security 
options based on cost-effectiveness. Such formulas often reveal that the cost of doing nothing is 
too high and helps protect against choosing security options that don’t provide a good return on 
investment. While simplified, and exclusive of insurance, such models offer a straightforward 
way to meet a goal of putting security options in financial terms prior to an investment. 

Assessing Costs from Workplace Violence 

To demonstrate the value of violence prevention, management needs to be made aware of the 
costs of workplace violence. These include both direct and indirect expenses. 

Insurance data suggests that when workers are injured because of a crime-related or violent 
incident, the cost to employers is more than 60 percent higher on average than when workers 
are injured in noncriminal-related events. Medical costs associated with crime-related events are 
36% higher, and indemnity costs are 48% higher than for claims from other causes. Workplace 
injuries from violence also keep workers off the job for longer, data show.  

In addition to tracking hard financial costs associated with incidents of crime and violence, there 
are significant costs associated with “minor” incidents, such threats, harassment, bullying, and 
stress. For example, if a company has two employees who quit because of a negative work 
environment, the replacement costs are typically more than the cost of a security contract 
designed to reduce the violence. 

Many factors may need to be considered in an accounting of the price paid for workplace crime 
and violence. These include:  

• Cost for subsequent increases in security;  

Key Points:  

 Beyond the human toll, incidents of violence at work are uniquely expensive events for 
companies to endure.  

 Injuries from a crime-related incident or other violent event typically cost 60% more than 
occupational injuries from other causes. 
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• Building repair and cleanup;  
• Business interruptions with customers;  
• Loss of productivity;  
• Lost work time;  
• Turnover of employees and associated recruitment, hiring, and training costs;  
• Increase in absenteeism of both the employee who is the victim of a violent act and other 
employees;  
• Salary continuation for those who are injured or traumatized; 
• Valued employees with institutional knowledge quitting or retiring early;  
• Increase in insurance premiums;  
• Cost of property damage;  
• Cost of additional training;  
• Cost of attorney fees, medical care, and psychological care for current employees;  
• Lost opportunities or sales;  
• Harm to employee-recruiting efforts; and  
• Harm to the organization’s reputation and/or stock price/profitability. 

To calculate total costs associated with workplace violence, as well as to demonstrate progress in 
reducing incidents and calculate money saved, companies need to capture all incidents—no 
matter how small—in a central database. In addition to helping find solutions for the problem, 
companies that collect workplace violence data possess the surest method for convincing 
management that money put toward violence prevention is money well spent. Additionally, the 
greater the number of small incidents that a company has, the more likely it is to have a serious 
incident, which is logic that management can easily understand.  
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 Identifying Losses from ‘Minor’ Incidents 

Most global studies conclude that criminal activity directed at businesses has increased over the 
last decade. Often, large frauds garner the most attention, but even small crimes, when directed 
at a small or fledgling business, can result in substantial harm, notes Dr. Martin Bressler (“The 
Impact of Crime on Business: A Model for Prevention, Detection & Remedy,” Journal of 
Management and Marketing Research). 

For example, the average incident of vandalism costs a small business $3,370 (US), according to 
the U.S. Small Business Administration. “Put another way,” notes Bressler, “a small business, with 
revenues of $500,000 per year and a net margin of 5%, would lose approximately 13.5% of [its] 
annual net profit.” Vandalism is not often seen as especially serious compared to other business 
costs, but for smaller businesses it can make the difference between profit and loss.  

Vandalism isn’t the only security issue with a surprisingly large business impact. In fact, the cause 
of 30% of all small business failures is employee dishonesty, according to the US Chamber of 
Commerce.  

Lesson: Small and midsize businesses must be especially mindful of the cost of crime; not only 
can they not absorb losses as easily as larger companies, but they are also more likely to be 
victims of crime, data show. 

Average Costs in Security Litigation Cases 

The types of lawsuits most frequently lodged at businesses has evolved, but personal injury has 
consistently been among the top three causes, according to a Litigation Trends Survey by 
Fulbright & Jaworski in the US. Out of 16 distinct types of litigation matters, companies identified 
the three in which they have the most cases pending against them as: 1) labor/employment; 2) 
contracts; and 3) personal injury. Additionally, most in-house attorneys do not expect the 

Key Points:  

 So-called ‘minor’ crimes can pose an enormous economic burden, especially on small 
businesses.  

 The cost of an average case of vandalism can depress net profits by up to 13.5% for a small 
business, research shows.  
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litigation picture to 
improve, with three 
times as many 
predicting an increase in 
the number of legal 
disputes involving their 
company as compared 
to those who expect a 
decline.  

The risk of a large or 
even multi-million-dollar 
jury award is often cited 
when making a case to 
senior executives to 
invest in preventative 
security measures. But 
you don’t have to lose a 
security lawsuit to pay a 
significant price. An 
examination of litigation 
expenses in the US 
sheds light on the 

significant cost an organization can expect to spend to defend itself if someone is injured at its 
facility and sues—good numbers to share with management when explaining the value of 
making investments in security. 

The National Center for State Courts in the US examined the time expended by legal teams to 
resolve a “typical” premises liability case, from case initiation through discovery and trial. The 
NCSC then used the hourly billing rates reported by attorneys to estimate litigation costs. 
(Premises liability law refers to the responsibility of an owner or person in possession of land or 
premises for the safety of other people who enter it.)  

Overall, the NCSC discovered that a “typical” premises liability case costs nearly $54,000 in legal 
costs. Additionally, the range of professional time expended on the various litigation tasks for a 
typical case is surprisingly large, resulting in many cases costing substantially more to litigate. 
Cases falling within the 75th percentile cost more than $154,000 to defend (Estimating the Cost 
of Civil Litigation, NCSC).  
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Comparing Costs of Proprietary Security Personnel to Contract Officers   

Depending on an organization’s security needs and resources, it may be advantageous to 
contract for officers from a security firm. The primary benefit of a contract arrangement is to 
gain the expertise of a firm for whom security is their principal function—but there are potential 
cost benefits to consider as well.  

 Examine whether the use of a contract security firm can provide a competitive advantage, by 
allowing the organization it to concentrate more fully on its core issues while leaving security to 
those for whom it is their core business. 

 Complete a detailed cost analysis of current security personnel expenses as the basis for cost 
comparison. Be sure to include in the accounting all direct and indirect expenses related to in-
house staff, such as training, uniforms, background investigations, drug testing, professional 
organization participation, payroll administration, and others. When neglecting these associated 
expenses, it can mistakenly seem that direct hires are a more economical solution. 

 Examine whether contracting with a security firm may help the company respond to costly 
shifts in demand for security staffing, such as covering staffing needs for special events, 
temporary locations, and in response to changes in threat. 

 

Key Points:  

 Even if a company wins a security lawsuit, it usually costs $54,000 in legal defense fees.  

 Most company attorneys are expecting an increase in legal disputes involving their companies. 

Key Points:  

 Companies must conduct a comprehensive analysis of expenses related to security personnel to 
determine whether it is more economical to hire in-house officers or contract officers.  

 Once totaled, many companies realize the value from contracting officers is more substantial 
than they were aware. 
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Incorporating the ‘Value of Time’ in Cost Calculations 

Demanding proof of whether a security purchase or program will pay for itself—and how long it 
will take—requires the development of appropriate accounting strategies to capture their value. 
One example of a strategy that some organizations employ is to calculate the ‘value of time’ 
when assessing the financial value from a security expenditure. 

Case in point: If a security company’s new device will reduce the amount of time that company 
employees must spend going through inspection at facility entrances, it may be appropriate to 
multiply employees’ salaries by the amount of work time the new device saves them. Doing so 
can paint a more complete picture of the value that a security service brings to the organization, 
as it appreciates that the new technology not only enhances perimeter security and access 
control, but it also gives workers more time to be productive. 

The value to organizations from time-savings can be significant in many security projects. One 
example: The worldwide security technology executive for a major pharmaceutical company 
explained that time-savings was critical for calculating and communicating the true payback 
period for a smart card access credential that their security contractor rolled-out companywide. 

Unlike its legacy credential, the new one permits cross-site access, so employees who visit 
different company facilities can now gain entry immediately—as quickly as if they were entering 
their home office. In doing so, the new system eliminates the 15 minutes that these employees 
typically waited while security officers processed their request for access. This means that for 
every access event, its vendor’s new system was facilitating 15 minutes of additional employee 
labor.  

The company then multiplied the total number of these access requests by the average 
employee salary and the minutes saved. In doing so, the company learned that the security 
provider’s quicker access system was saving it close to $500,000 annually. 

Key Points:  

 If a security provider’s technology or service will reduce the time costs for employees, multiply 
time saved by the average employee salary to see its financial benefit. 

 One company calculated that a new building security process saves it $500,000 annually in 
employee time. 
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According to one national survey in the US, fewer than half of large enterprises (44.9%) have 
used the value of time in calculations of security value (“Physical Security Performance: Metrics, 
Benchmarks and ROI,” Institute of Financial Management). This suggests that many organizations 
have an opportunity to improve their understanding of the value they receive from security 
spending. 

The same research suggests that time accounting may be an effective method for enhancing 
recognition of security’s value. At companies that examine the value of time in appropriate 
security projects, 59% of security leaders think the value of security is adequately recognized. 
Among companies that ignore this type of accounting, only 41% of security leaders think security 
is accurately valued. 

Including the value of time from security is one way to include soft measures into calculations of 
security value. Many soft benefits don’t translate as neatly into a financial model, but operational 
managers should nonetheless give some thought into all the ways in which additional security 
spending can benefit the organization and devise methods for relating those benefits to senior 
company executives. 

Improving Judgements of Security Productivity 

It may be possible to identify how long it should take a security officer to perform certain tasks. 
For example, by conducting and timing a sample security patrol, you may be able to identify—if 
nothing happens that warrants investigation—that it should take an officer 45 minutes to patrol 
“Building A and Grounds.”  

While this may be a useful measure, and can assist with security budgeting, not all similar 
security activities should always take the same amount of time.  

Case in point: Some calls to a security office regarding a “suspicious person” will require more 
investigation than others. That’s why it is also recommended to define some security activities 

Key Points:  

 When judging security productivity, don’t reduce all security officer activities to an ‘average’ time 
that the activity should take. 

 Formulas used to assess productivity should allow for activities that are too variable to reduce to 
an “average” time for completion. 
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further. For example, you could include two data fields: “suspicious person—simple” and 
“suspicious person—complex.” You could then assign a separate amount of time that officers 
typically spend on each type. This is a strategy used in many professions. For example, hospitals 
typically identify the average amount of time that doctors spend with patients given their 
diagnosis (rather than trying to allocate a certain amount of time they should spend “per 
patient.”) 

Finally, some activities are simply too variable to assign an “average” time for how long they 
should take. These activities, if using a formula to assess productivity, can be added into the 
formula as actual time spent performing them, rather than multiplying the number of activities 
by the amount of time the activity “should have taken.” 

Examining Appropriateness of Leasing Security Technology 

Years ago, when an organization’s physical security system may have been nothing more than a 
fence and a camera or two, leasing security technology didn’t make much sense. But since the 
industry went high-tech, leasing security solutions instead of buying equipment has become a 
smarter strategy—even for cash-flush companies able to pay up front. 

The easiest way to consider the advantage to leasing security equipment is to look at the 
capabilities of solutions five years ago against those available today. If you had leased a solution 
back then, you would have the opportunity to upgrade to one of today’s superior solutions for 
the same money outlay. If you had purchased the system outright, you might now be thinking 
you’re stuck with technology that seems obsolete by today’s standards. 

And as impressive as systems are today, it’s smart to assume there will be compelling reasons to 
take advantage of capabilities that systems will possess two, three, or five years down the road. 
In fact, there is every indication that the rate of improvement in security technology will increase 

Key Points:  

 Because of rapid advances in security technology, in which new devices quickly become 
outdated, leasing equipment from a security services firm can make sense.  

 Studies show more companies are outsourcing security to take advantage of the latest 
technology without needing to purchase it. 
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rather than slow down. Leasing removes the worry that you’ll be saddled with outdated 
technology.  

In a 2021 security market report by Perry & Associates (US), analysts conclude that more 
companies are poised to outsource security to take advantage of the latest technology without 
needing to purchase it. “Recently some of the large security companies have introduced 
technical applications, such as Artificial Intelligence, which will greatly enhance the security 
function,” the report explains. “These applications are too expensive for the companies with in-
house security to reproduce; therefore, driving these companies to outsource security 
companies to fill this need.”  

Taking advantage of the turnover in technology is the primary advantage to leasing security 
technology, but it can have other advantages, including: 

 Budget benefits and tax breaks. Leasing allows organizations to spread out systems, 
installation, and maintenance costs, which can ease long-range budget planning. It’s also easier 
in these agreements to defer payments, which can be helpful to institutions trying to find the 
right balance between this and next year’s budget. 

 Opportunity to focus strictly on security needs. Because leasing doesn’t require a large capital 
investment outlay, it allows companies with smaller cash reserves to acquire the most 
appropriate systems solution rather than the one the current budget can support. This is 
especially helpful for cash-strapped companies suffering significant loss for which a high-end 
security solution is expected to provide a significant return on investment. 

 Mobility. Leasing may be a better fit for organizations that are planning to relocate or that 
manage a diverse and volatile real estate portfolio. 

 Minimizing consequences from performance issues. When leasing security equipment, an 
organization transfers this risk to the vendor. 

Factoring Security into Employee Retention Efforts 

Workers care about the size of their paychecks more than anything else, but studies show that 
50% of workers say that “feeling safe in the work environment” is a “very important aspect” of 
their job satisfaction.  

The factor ranked sixth overall in a study by the Society for Human Resource Management in the 
US. Feeling safe is more determinative of workers’ happiness than other aspects that are thought 
to be more important to them, including recognition by management, job autonomy, and 
relationships with immediate supervisors (see the accompanying figure). 
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The issue is important for companies to consider as they evaluate strategies to reduce staff 
turnover and associated hiring costs. Security, studies show, is an important aspect of an 
employee-retention program. 

Capturing Near-Miss Events for Better Accounting of Value 

Loss prevention strategies and security countermeasures are typically developed and funded 
because of past or current events. For example, a company may examine current reports of theft 
to understand what security investments are warranted to prevent future thefts.  

But this isn’t possible for uncommon events, such as terrorism or the possibility that a 
disgruntled and armed employee might enter a workplace to commit a mass killing. In these 

Key Points:  

 Feeling safe on the job is more important to workers than getting recognition or a good 
relationship with their boss, research shows.  

 50% of workers say that feeling safe at work is a very important part of job satisfaction. 
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areas, a lack of incidents in the past doesn’t suggest their likelihood of occurring in the future, 
nor how prepared an organization would be if they did. For these rare threats, a lack of past 
problems doesn’t indicate that an organization’s funding of security is adequate or that 
protection is effective (maybe just lucky), and incident logs don’t help to determine strategies to 
limit vulnerability.  

Against rare but serious threats, like terrorism or drastic acts of sabotage, an organization may 
find it helpful to extend the “near-miss” concept to security.  

Many safety and health departments track near misses as a way of capturing incidents that could 
have resulted in a worker injury or environmental accident. By addressing the causes of these 
“could-have-beens,” companies understand what investments may be necessary to prevent 
actual workplace accidents. This same strategy can be extended to security.  

A security near-miss event will vary by type of industry and the type of threat that is the focus of 
data collection, but here are suggestions for identifying near-misses at a chemical facility against 
the threat of a terrorism:  

 Someone being able to access explosive material without proper authorization.  
 Ability of an individual to release even small doses of toxic material into the environment.  
 Admission of an individual or material into the facility without proper record of it or 

without having granted permission for entry.  
 Someone being able to carry off material from a facility without record of it or without 

having been granted permission to do so.  

While not actual security events, in any of the above incidents or conditions—had the motive 
been terrorism—the facility could have been the victim of a catastrophic security event. 
Recording, tracking, and address the cause of such incidents is a useful way for a facility to 
understand the value of its spending on security and to drive improvements in security even 
though “incidents never happen.” 

Key Points:  

 Collecting data on near-miss events is useful to identify security measures that are necessary to 
be prepared against events that rarely occur.  

 By addressing the causes of near-miss events, companies can address gaps in security without 
needing to experience an event. 
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Crime’s Impact on Business Profitability Since the Pandemic 

“In emerging and developing markets since the pandemic, business leaders have noticed: 1) an 
increase of business costs related to crime and violence and 2) an increase in organized crime,” 
according to the “Global Competitiveness Report 2020—How Countries Are Performing on the 
Road to Recovery,” a report by from the World Economic Forum. 

The WEF annual index highlights the significant disparity in the costs of doing business globally 
because of the crime environment, the threat of terrorism, and the responsiveness of local law 
enforcement. While the incidence of crime has limited impact on a business with operations in a 
country such as Finland, in many countries the combination of high crime levels and 
substandard police services provide an enormous barrier to profitability.  

It is becoming increasingly important from a business perspective to capture and consider the 
cost of crime—something security and risk executives need to impress upon business leaders. As 
the cost of crime continues to escalate and cuts further into profits, businesses must increase 
preventive measures and develop more sophisticated methods to detect crime. Without 
employing updating and investing in crime prevention and detection strategy, many businesses 
become unprofitable and susceptible to business failure.  

Key Points:  

 The business costs of crime in some countries have increased since the pandemic and can be a 
substantial barrier to business profitability.  

 As the cost of crime escalates and cuts further into profits, businesses should adjust spending 
on security accordingly. 
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PART II. Communicating and Maximizing 
the Value of Security 
It is critical to understand what it takes to manage corporate security effectively in today’s 
environment, but knowledge means little if management support is lacking and resources are 
inadequate. According to data from industry surveys, up to 40% of all company security directors 
feel—regardless of their best efforts—that they simply do not have the resources to deliver a 
quality security process (Institute of Finance and Administration).  

To prevent senior management from believing that it should simply absorb losses from crime—
and, instead, to think money for security is money well spent—security executives need to be 
able to communicate how breaches of security relate to organizational goals and asset 
performance.  

To communicate security as a business benefit beyond risk avoidance, companies should strive 
to highlight security’s value through performance measures and communicate them in a 
business case for security programs and expenditures. While not always easy (it can be hard to 
tally all of security’s merits into a business-case calculation), company personnel must work to 
creatively to capture all security’s business benefits—both direct and indirect.  

Developing a Security Value Communication Plan 

The significant discrepancy between the perceived value of security and its real worth should 
propel company managers that represent the security function to become better 
communicators of security’s benefits.  

There is plenty of work to do in this regard, according to academic research. Communication 
about security is almost fear-based; that is, what might happen if security fails. The positive 

Key Points:  

 A communication plan should be developed to improve recognition for the value of security to 
everyday business operations.  

 Rather than being fear-based, communications should emphasize the positive aspects of 
security through metrics, multiple communication channels, and clear messaging. 
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aspects of security are rarely promoted. Even the very definition that many people have of 
security—that of “asset protection”—can work against it. This limited view ignores the broader 
benefits of security and the ways in which it crucially supports business activities.  

What, then, might an internal communication plan for security’s value entail? Some 
recommended communication strategies:  

 Aim to be an ambassador for security. When company directors accept this role, security 
is more likely to be appreciated. 

 Use security metrics when they are appropriate and meaningful. They’re another avenue 
for communicating the contribution of security.  

 Advocate for security through a variety of communications tools, e.g., newsletters, 
security awareness training, and meaningful, helpful engagements with staff during 
routine activities. Generating a good feeling about security is in part about 
communication, concluded one focus group on the subject. 

 Focus on security ‘integration’—not in a technical sense—but with the goal of making 
security a part of business operations. 

 Engage staff with simple security messages. The best way to get staff to engage with 
security is to have simple messages that people can understand and follow. 

 Investigate new communication channels. Technology and social media afford company 
security representatives the opportunity to engage with the organization and its 
stakeholders more directly and meaningfully.  

Making Executives Aware of their Risk Appetite  

Communicating security as a business benefit beyond risk avoidance requires highlighting 
security’s value through performance measures and communicating them in a business case for 
security programs and expenditures.  

Key Points:  

 The primary job of those charged with company security is to make executives aware of the 
security risks that the business is undertaking.  

 Properly armed with information, senior company executives can then decide what amount of 
security risk the company is willing to accept.  
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However, while cost/benefit comparisons are an important part of the security equation, the goal 
of a more robust accounting of security’s value should not exclusively be to “sell” senior 
management on the idea that all security spending is wise; rather, it is to more precisely describe 
the value of spending on security versus the cost of residual risk.  

Then, armed with accurate and detailed information on the choices in front of them, company 
leaders can make informed decisions about which security risks it wants to abate and which they 
choose to live with.  

There may be times that it is appropriate for an organization to live with a certain amount of 
security risk. But this should always be the conscious decision by company directives, not a 
consequence of their being unaware of the risks the company faces. 

Using a Master Plan to Communicate Security Project Value 

Survey data suggests that most companies do not operate under a master plan for security, a 
written document outlining long-term security objectives and a roadmap for achieving them. 
Included among them are many billion-dollar international companies, surveys show.  

A security master plan provides a foundation for strategic security management, helping 
organizations draw connections between security functions like access control and the corporate 
mission. It is also a valuable tool for communicating the benefits of security to those who fund it. 
A security master plan can help…  

 Maintain consistency. A security master plan acts as a guide for the security management 
system and should describe how the overall security program will be managed. It also acts as a 
buffer against events that could otherwise derail it, which is important because major, singular 
events can fundamentally alter the way people see security. A security master plan helps 
because it provides a prism to evaluate events, so that no one event can consume unnecessary 

Key Points:  

 A security master plan outlines a company’s strategic vision for addressing security risks in the 
years ahead. 

 By getting management to support the security master plan, funding projects to achieve its 
mission can be easier to achieve.  
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attention and so the many necessary missions of security aren’t ignored in favor of ‘the issue of 
the month.’  

 Get projects passed. A good master plan will quantify the maturity of existing programs and 
tools. It will also show where security wants to be five years from now and can be submitted to 
senior management for their approval as a strategy. Then, as the time arrives to obtain 
resources for individual projects or technology purchases to fulfill the master plan, approval 
should be easier, since company leaders have already agreed that the plan is worth 
implementing. 

 Demonstrate ROI. By cohesively outlining all security department strategies, a master plan 
offers a way to demonstrate how any individual security project—new surveillance patrols, for 
example—fits with other objectives, such as ‘reduce property damage by 10% over five years.’ As 
such, the new patrols aren’t presented simply as new spending, but as a strategy to meet the 
department’s cost-savings goals. One of the real weaknesses in selling a security program is not 
having a security master plan already in place, say experts.  

Standardization in Calculating Costs and Value 

Proving security’s positive return on investment is a laudable goal, as security should identify 
what’s worthwhile, not just what works. But taking stock of security with a reliable and objective 
formula has limitations. Namely, when applied to security, formulas are rarely objective and 
reliable. A company should ask some tough questions about ‘business case’ formulas used in 
security and have agreement from stakeholders on how they are created.  

1. Time frames. Some incidents may have only short-term costs (like vandalism), but many also 
carry long-term costs, such as employee health problems related to an assault. When trying to 
measure whether a particular security expenditure is worth the investment, companies typically 
assign a fixed period for conducting cost-benefit analysis. There should be agreement on: 

Key Points:  

 Stakeholders involved in making decision about security spending should be aligned on the 
“rules of the game” with respect to measuring security’s return on investment.  

 There should be discussion and agreement on how soft benefits are best incorporated into a 
security business case, for example.  
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 What time span is reasonable?  
 Who will decide?  
 What is the decision based on? 

2. Priorities. To justify security, companies must measure its value. However, there are lots of 
ways to measure security, and people differ in their perception of which are most important. For 
example, employees’ sense of safety is one measure of security. So, too, is avoiding economic 
loss. When making calculations or comparisons,  

 Who sets priorities?  
 Who decides how much weight to give different security measures?  
 Would everyone agree with how priorities are currently set? 

3. Reconciliation of differing units of measurement. Since there are separate ways to measure 
security, there are often conflicting units of measure. For example, a parking lot security lighting 
project may increase kilowatt-hours consumed, decrease the number of car break-ins, and 
improve employees’ sense of safety and well-being. In determining the project’s worth,  

 Do you simply exclude some measures because it is difficult to reconcile different values?  
 Do you ignore everything for which it is hard to attach a dollar figure?  
 How do you incorporate “soft” benefits into the calculation?  

These aren’t easy questions to answer but important for companies to acknowledge. The point 
of using formulas to justify security programs or projects is to make them more objective and 
reliable, but security is a social and human science that does not lend itself easily to objective 
and reliable processes—something company executives must remember when budgeting for 
security services. 

Using Metrics as a Communication Tool 

Key Points:  

 When security measures are aligned to business objectives, it is easier for senior management 
to see them as important to company performance.  

 By following 9 recommendations for security performance measures, companies can be sure 
that they are useful to the business.  
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Good alignment between the security function and business operations makes it easier for 
senior management to recognize that making progress in security functioning is in the 
organization’s business interests. Following recommended practices for developing performance 
measures can help forge appreciation for this linkage. Measures of security performance should: 

1. Be linked to an organization’s mission and goals;  
2. Be clearly stated;  
3. Have quantifiable targets or other measurable values;  
4. Be reasonably free of significant bias or manipulation that would distort the accurate 

assessment of performance;  
5. Provide a reliable way to assess progress;  
6. Sufficiently cover a program’s core activities;  
7. Have limited overlap with other measures;  
8. Have balance, or not emphasize one or two priorities at the expense of others;  
9. Address enterprise-wide priorities.  
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While all data about a security program can serve a useful purpose or be of value in some way, 
these nine elements help pave the way for security performance measures to effectively 
communicate business value.  

 The Role of Performance Measures in Driving Security ROI 

How do you know how satisfactory performance is without objective performance metrics? 
Performance measures proactively identify problem issues, recognize achievements of the 
security program, and motivate improvement.  

Although there has been substantial growth in the use of security performance metrics, their 
widespread adoption is still elusive. Some vertical markets have adopted it more than others, 
and some companies have embraced it, but many still have not, say experts. Some companies 
lag even further behind and fail to collect the data that are the necessary starting point for 
creating performance measures. Security data is at the heart of performance measurement by 
providing the framework for demonstrating productivity and efficiency gains, reduced losses, 
and the creation of new business opportunities.  

Time and cost are the most frequently cited reasons why companies don’t do an effective job of 
collecting and tracking data. Company directors under pressure may feel that performance 
metrics can slow down the contract process. But a busy schedule and conflicting priorities is not 
a good enough excuse, warn experts. When hiring outside security experts, a company must still 
work to measure performance. “It’s our obligation to measure performance if we’re spending our 
company’s money,” said a security executive for the technology company in the US. 

 

 

Key Points:  

 Security performance measures help to communicate problems and progress, as well as spur 
continuous improvement. 

 Performance measures play a vital role in helping companies to assess the value of spending on 
security.  
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Balancing Metrics to Create an Accurate Snapshot of Performance 

Lots of different data can be helpful for making specific decisions about security, but a 
comprehensive approach to performance measures is helpful to create a management tool for 
assessing the overall adequacy of security or compliance. 

To paint an accurate picture of security, it is recommended to collect measures of each type 
below—and to consider their relationship to the goals of the security program. 

1. Input/Process Measures. Inputs are the budgetary resources, human capital, materials, 
services, facilities, and equipment associated with a goal or objective. Process measures are 
functions and activities undertaken to accomplish an objective. Below are a few examples of 
input measures, including how they relate to program assessment: 

 Inventory of facility assets. Establish intermediate and long-term target objectives for the 
asset inventory to track and achieve long-term goals (example: a measure of whether all 
buildings have an acceptable risk rating). 

 Number of countermeasures in use. Create a baseline for the number of 
countermeasures (by type) requiring maintenance, testing, or scheduled for replacement 
(which will fluctuate based on the asset inventory and influence risk ratings).  

 Resource requirements. Track resources required to accomplish security department 
goals, such as full-time equivalent (FTE) employees, contract support, and training; 
countermeasure installation, maintenance, testing, evaluation, and replacement; and 
overall management such as salaries, IT cost, and administrative cost. Considered in 
conjunction with other measures, tracking resources helps to determine the benefit of 
using various resource levels. 

2. Output measures. This type of measure evaluates the “products and services” produced by the 
security organization. ‘Incident response time’ is an example of a performance measure in this 
category. Others might include: 

Key Points:  

 To broadly assess the adequacy of a company’s security posture, security performance 
measures should be balanced between input, output, and outcome measures.  

 Thoughtfully developed, security performance measures help ensure accountability, prioritize 
security needs, and justify investment decisions. 
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 Security assessments completed versus planned. A typical target objective would be to 
complete a specific number of assessments annually, based on a planned schedule. 

 Countermeasures deployed on schedule. A typical target objective for this measure is to 
deploy all fully funded countermeasures on time (on or prior to the scheduled date) 95% 
of the time. 

 Countermeasures tested. Testing encompasses whether equipment is calibrated 
properly, security guards are knowledgeable in post order procedures, and intrusion 
detection systems are activating properly. Measures can include both completion of 
performance of tests vs. the schedule and performance within the actual tests.  

3. Outcome measures. Result or outcome measures describe the impact on stakeholders or 
problems. They also describe how well tasks contribute to the accomplishment of security 
program goals. Examples:  

 Security of facility asset inventory. Achieving and sustaining an acceptable risk rating for 
all facilities is an example of a strategic goal that can be tracked year to year. (An 
acceptable risk rating may be based on a scoring system for evaluating security or 
compliance with internal standards or some other criteria.) 

 Program efficiency. A typical long-term goal might be to limit overall security program 
cost increases to a variable percentage per year.  

A good balance of security measures—thoughtfully developed considering security strategy and 
organizational objectives—is necessary for performance measures to act as a reliable engine for 
decision making. If completed effectively, physical security performance measures will help to 
ensure accountability, prioritize security needs, and justify investment decisions to maximize 
available resources. 

Recommendations for Making Security Proposals 

 

Key Points:  

 Devising a business case for security spending helps executives to judge its value relative to 
other company priorities.  

 A business case should be accompanied by other necessary communication strategies, including 
storytelling, outreach, and non-financial reasoning.  
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Successfully convincing management of the need to invest in security services requires the 
presentation of an orderly business case that addresses standard elements in a systematic 
manner. Establishing a business case helps pinpoint the specific benefits while contrasting the 
costs of services and provides the necessary information for executives to approve funding. 

However, while it is important to identify facts and figures that show the need for security, 
successful advocacy is not purely a numbers game. Personal persuasiveness, storytelling, 
communication, and outreach are less tangible—yet no less critical—elements of advocating for 
security. 

So important are these other aspects, that a report by ASIS International offers this conclusion: 
“It is no longer acceptable to assume a rational business case will suffice in communicating your 
budgetary and resource staffing requirements.”  

These other elements are useful in making a proposal for security spending, according to the 
report (Best Practices for Developing and Promoting Your Business Case):  

 Make proposals interesting by providing the reader with a real picture or vision while 
minimizing jargon and conjecture.  

 Communicate all facts as part of the overall story since this is your chance to prove you 
have done your homework.  

 Ensure the reasons for the project are in line with the organization or program strategy.  
 Include comparative analysis to provide evidence-based research and justify data.  
 Be clear and concise regarding how the benefits will be realized, what will define a 

successful outcome, and which option is preferred.  
 Demonstrate the short-term and long-term value the project brings to the organization.  
 Include non-financial reasoning, as well as financial, project costs, resource needs, and 

risks.  

Scientific research has shown that if a company’s top security executive has a chance to meet 
once per month with the company CEO, he or she is in a better position of influence than a 
majority of his or her peers. These personal meetings give security a channel to report on 
security threats facing the company, helps management to comprehend their appetite for 
risk under the current security posture, and has a direct impact on security spending, 
according to a study sponsored by the US Department of Homeland Security. 

Management experts often suggest five keys for making the most out of whatever face time 
with CEOs a security representative can score: Be concise; focus on making things possible 
rather than erecting roadblocks; translate security data and threat information into risks to 
the business; articulate several options for each security issue facing the company; and 
substantiate your recommendation for which security option is best.  
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Assessing Security Expenditures in Light of Corporate Goals 

A decent return on investment (ROI) or a palatable payback period is an important consideration 
for judging a security project’s worthiness—but it’s not the only one. Whether spending provides 
an essential service or function and how it fits in with the company’s business strategy are 
additional factors that should be part of the equation. Especially in tight times—that require 
company executives to choose projects wisely—a system for assessing projects on all three 
elements is a useful tool to have. 

Company managers intuitively make these considerations all the time but conducting a 
disciplined exercise to communicate it can reduce the risk of making an investment that is a poor 
fit for the organization. A balanced rating tool also provides a straightforward way to 
demonstrate the rationale behind a recommendation to senior management and can be used to 
prioritize competing security projects. 

Companies should develop a scoring system that reflects its unique priorities. One example, 
shared by a company at an international security conference, arrives at a rating score for each of 
three prongs (Essential, Business case, and Strategy, or EBS).  

In each area, a security project or service is scored on a 10-point scale. For example, to score a 
security project on whether it is “essential,” a team could develop a scoring system based on how 
well the project under consideration rates on key questions such as:  

 Is the cost of not proceeding with the spending or the risk associated with its absence 
greater than senior management is willing to accept?  

 Is the security expenditure mandatory for the company to perform critical business 
functions or protect the welfare of workers and high-value assets?  

 Do stakeholders identify its existence as necessary for them to carry out or succeed in the 
performance of their duties?  

Key Points:  

 Companies must consider more than security return on investment and evaluate whether 
security spending supports an essential business function or strategy.  

 The tool shared here scores security projects on a 10-point scale in three categories to ensure 
that they are evaluated in a balanced way.  
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Some of the above elements—used to judge a project’s “essential” rating—relate to a Return on 
Security Investment (ROSI). However, they also capture benefits that are often impossible to 
quantify and thus typically eliminated from a strict financial business case. Capturing benefits for 
how well they service corporate goals is a clever way to ensure that important “soft” benefits are 
included when establishing a security budget.  

Finally, because this project 
assessment methodology 
accounts for soft security 
benefits—within its “strategy” and 
“essential” ratings—security 
executives can evaluate the 
financial business case on a 
strictly economic model and 
ignore fuzzy financial benefits 
that it can be tempting to use, 
such as “money saved from 
avoiding a lawsuit.” A financial 
business case that is financially 
honest will improve how 
management receives it. 

Using Executive Priorities to Shape Opinions 

Global surveys of company executives indicate that many company security representatives 
remain isolated in their organizations. At these companies, management does not believe that 
the security mission is in tune with long-term strategic business objectives.  

Key Points:  

 Understanding how business executives think about corporate security lays the groundwork for 
shaping their opinion.  

 Studies show that executives are most swayed when security spending can prevent business 
disruption.  
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In one study, by the US Conference Board and sponsored by the US Department of Homeland 
Security, results suggest that many corporate executives (who are not responsible for security or 
risk issues) still think of security as purely an operations function. Moreover, fewer than half 
think security contributes toward enhancing brand value, and just one-third think security is 
helping the company pursue new business opportunities.  

It indicates that 
a lot of work 
needs to be 
done to change 
how company 
leaders think of 
security—and it 
starts with 
appreciating 
management’s 
existing 

viewpoint. Studies show that non-security executives don’t regard past incidents as an effective 
way to determine how much should be spent on security. They are more swayed when security 
calculates the amount that a failure or problem would cost in terms of interrupting business 
operations (see the accompanying figure).  

It is helpful to understand what metrics senior management finds persuasive so that security 
representatives can tailor their data collection and communication with leaders to address those 
issues.  

Answering Executives’ FAQs About Security Projects 

Many company leaders now recognize a link between security resilience and organizational 
performance, and so take a greater interest in security investments. But company leaders tend 
to examine security from a unique perspective, according to academic research. While no two 
CEOs will have identical worries, addressing the issues below can help functional managers to 
prepare answers to questions that top management is likely to ask. It’s common for CEOs to 
want to know… 

1. Do we have to address it now? Security risks change and situations evolve, so it’s possible to 
prematurely harden a facility against security threats. CEOs often focus on timing when 
authorizing the implementation of a permanent security solution. How to address it: 
Demonstrate short- and long-term strategic thinking when suggesting a security investment. A 
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security manager who wants to pitch for an immediate change needs to explain the unique 
benefits of doing it immediately or the risks associated with waiting.  

2. How do security enhancements directly speak to the threats we face? CEOs often worry about 
misunderstanding or misdiagnosing a threat, and thus corporate resources will be spent on 
changes that don’t really make the company safer. How to address it: Any proposal for an 
enhancement or new security technology should include a description of the changes in 
procedures or strategies that will ensure that the organization will make effective use of it. 
Business leaders understand that technology by itself is limited in its ability to solve problems. 
They want to see a plan for compliance, awareness, training, and other strategic and operational 
issues that are usually necessary to squeeze value from an investment.  

3. Are we protected against security events capable of damaging the corporate brand? Risk to 
brand value is a top reason most CEOs care about security, studies show. How to address it: 
Closely align the strategic plan for security with the business’s objectives to prove that brand 
protection serves as the foundation to the security operation. 

4. Are other organizations doing the same thing? CEOs typically want to know that their 
organization’s security posture is not an outlier for their industry and region. How to address it: 
Integrate the many standards and guidelines that now exist for physical security into security risk 
assessments to show management that the organization’s standards and practices reflect best 
practices and compare favorably to other organizations.  

Using Business Needs to Derive Security Requirements 

Maximizing benefit from security expenditures requires appropriately aligning spending on 
security with the security needs of functional departments. As such, it is helpful to approach 
security from a business perspective.  

Key Points:  

 Senior executives have more to worry about than security, so it is important for security 
practitioners to anticipate the issues they are likely to care about and focus on those. 

 While it varies, it’s common for CEOs to want to know: Do we need to do it now? Does it directly 
relate to threats we face? Will it protect our brand? Are others doing it?  
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Microsoft is an example of a company that employed this strategy when it embarked on a 
revamping of its global security enterprise. Instead of the company security practitioners 
identifying the company’s security needs, the company reached out to its business unit 
stakeholders and asked them to identify what security services they require for success.  

After conducting 60 interviews over nine months, corporate security representatives went to the 
company’s management and said, essentially: ‘This is what senior company leaders say they 
need in terms of security to succeed, this is what we currently provide, this is the gap, and this is 
the cost of filling it. Do you want to do it?’  

“So, instead of Security saying what it needed, it was the business saying what they needed,” 
explained a member of Microsoft’s global security group at an international security conference. 
“Having that buy-in up front makes a big difference.”  

Integrating Security Strategy to Align Security Spending with Needs 

Many companies have come to acknowledge the critical interdependencies that exist between 
different security activities. As such, more leading-edge companies are recognizing the value in 
developing an integrated approach to security, in which the strategies for protecting physical and 
information assets aren’t created in isolation but are instead developed holistically. 

The benefit to an organization of a comprehensive approach to security strategy—one that 
examines threats to information and network systems alongside physical threats—is obvious. An 
organization should finance prevention of its most critical security threats first, and only by 
looking at all threats together can it make that determination. Otherwise, for example, a 
company might address its top three physical security threats and its top three information secu-
rity threats, while its true top six security threats may be all in one category or the other. When a 
company manages security threats in isolation within specific enterprise functions—rather than 
addressing them from a comprehensive perspective—an organization can’t accurately set 
priorities, and it can’t leverage full value from the protection investments it makes. 

Key Points:  

 By getting stakeholders to identify their security requirements, it’s easier for security to function 
as—and be seen as—a tool for business performance. 

 Going to management with a message of: ‘this is what business executives say they need from 
security to succeed’ can be extremely persuasive to senior management.  
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Achieving strategic security convergence is not a simple matter. Security risk is imbedded 
throughout a company’s processes, yet the owners of those processes may rarely consult with 
one another. Operating cultural differences also provide a formidable barrier to forging a 
coordinated security strategy; e.g., between physical and information security. Finally, 
departments performing security functions may work together but at cross-purposes (e.g., in 
hiring, the aim of security is to ensure that a detailed background investigation is conducted, 
while HR may focus on minimizing time-to-hire.)  

Absent a structured departmental merger that creates integration, it’s not easy for everyone to 
get on the same security page. The security expertise of a contract security partner is thus a 
critical component in benefitting from an integrated security strategy. 

Formalizing Decisions Against Funding Security Projects 

There are legitimate reasons why funding a particular security measure may not make sense, 
including funding priorities or competing requirements and standards. But “doing nothing” 
should be a mindful choice that tracks a similar process as deploying a security countermeasure.  

If a facility is aware of a security risk, as well as a countermeasure that will reduce it, it should 
clearly document (in consultation with legal counsel) the decision against implementation. This is 
particularly important to reconcile opposing recommendations from different factions (security 
committee, human resources, architecture, sales, etc.). 

What would a ‘conscious rejection’ process look like? When a recommended countermeasure is 
not implemented, an organization might clearly document answers to the following questions (as 
appropriate): 

 Why can the necessary level of protection not be achieved? 
 What is the rationale for accepting the risk? 
 What alternate strategies are being considered or implemented? 
 What opportunities are in the future to implement the necessary level of protection? 

Key Points:  

 When a company manages security threats in isolation within various functions, an organization 
can’t accurately set security priorities or leverage full value from protection investments. 

 The security expertise of a contract security partner is a critical component in benefitting from 
an integrated security strategy.  
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In short, risk acceptance is a perfectly acceptable outcome of applying a risk management 
process, but it’s important for organizations to understand and document its rationale for 
accepting risk—and not simply allow security recommendations to go ignored.  

Key Points:  

 The decision to reject a security recommendation should follow a structured process, just as 
making an investment should. 

 ‘Conscious rejection’ allows an organization to reconcile opposing recommendations from 
different stakeholder groups.  

Additional Security Tools and Resources 
available for free at: www.security-ligue.org/about-us/downloads 
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